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Abstract— Spoofing attacks represent one of the most remark- messaging [3], [4]. To the best of our knowledge, despite the
able attacks that challenged network investigators and caibe as- work provided in [5], none contribution in this area has inte
sociated to harmful attacks such as Distributed Denial of Seice. grated the use of formal methods of specification and veifica

Providing a formal method of investigation to be used with tace- fi Infact. using f | verificati hes durine
back techniques happened to be of utmost importance, allowg lon. InTact, using formalverification approaches during ue-

to prove absence of design weakness in the method, provingyan Sign of a traceback technique happened to be of utmost impor-
result that an investigator would otherwise have to computéim-  tance, allowing to a) demonstrate absence of design wesknes

self (e.g., attack occurrence, intruder source, path follwed by the  in the technique; b) formally prove any result that a seguit-
attack), and ease the admissibility of evidences. We proviin this ministrator would otherwise have to compute himself (eag.,

work a new formal concept, entitled Visibility, and we develop its .
relation with network digital forensic investigation, particularly tack occurrence, intruder source, path followed by thecjta

the investigation of source address spoofing attacks. To dem- and c) enhance the accuracy of digital attack analysis. More
strate the effectiveness of our visibility-based theory, w use it over, the concept of network digital investigation was firac
in conjunction with an efficient traceback technique to prowe IP cally absent when traceback methods were conceived. Thus, i
spoofing attack occurrences and identify their source. turns out to be worthy to provide a formal technique of inves-
Keywords: visibility, formal proof, digital forensic inv&igation, tigation that ith th tout of t back techni
source address spoofing, packet tracing. Iga |_on at copes wi ? 9” pu. of traceback techniqoes
provide accurate proof of digital evidences.

We take interest in this work into formalizing the proof in
I. INTRODUCTION the context of digital network forensic investigation, asthr-

Due to the pervasiveness of information technology, systefCterizing what is provable. We provide a new concept, enti-
and networks are becoming more and more available. This {fd Visibility, whose essential idea is to prove a given property
creases their exposure to vulnerability and attacks. FogusSClely based on a partial observation of a system execufien.
merely on deploying defensive mechanisms is insufficient, §8Velop its relation wittOpacitythat was recently provided as
intruders are still gaining the upper hand. To counter trés, & Promising concept for the verification of security profest
cently research in security has attached an attention tdighe [6] @nd the digital forensic investigation [7]. After dewping
ital forensic investigation. Defined as “preservationpitica- the Visibility theory, we set up a relation between the cuce
tion, extraction, documentation and interpretation of poter of V|S|blllty and _netv_vork digital forensic investigatiopartic-
data” [1], the digital forensic investigation takes an et to ularly the investigation of source address spoofing attaths

the analysis of data in networks, systems, disks, and mesiofiémonstrate the effectiveness of our visibility-basedtheve
for clues and evidences. It aims to reconstruct the secimity USES it in conjunction with an efficient traceback technigue

cident and give answers to what, who, when, where, how, aRtPve IP spoofing attack occurrences and identify theirsaur
why incident-related questions. Our contribution is 3-fold. First, we complement the few
One of the most remarkable attacks that threatened netwogkésting contributions in formal digital investigation laynovel
and can be associated to a large set of harmful attacks suckh@®ry that is generic and promises to show its effectivenes
Distributed Denial of Service (DDoS), we can find the spoofinig other fields of computer security. Second, we bring a set
attacks. A spoofing attack is the process by which an ent®j Visibility properties that allows an investigator to acately
(e.g., a program) forges data to impersonate another amd g@efine the scope of its proof and the details he wants to prove.
an illegitimate access or privilege. The scope of such kifisc Third, we develop an efficient method that is able to identify
very large to the extent that it affected a lot of protocoloam and trace spoofing attacks in packet switching protocols.
them we distinguish the Internet Protocol, in which theckta The remaining of this paper is organized as follows. Sec-
takes as a name: IP spoofing attack [2]. tion Il reviews the work on opacity. Section Il introducéset
In such context, several traceback approaches were prdposencept of visibility, provides a set of relative propestieand
to identify the route of incoming traffic and trace intrudéss states a set of results in terms of propositions. In sectign |
their source. These techniques can be classified into Istk tea generic model of packet switching protocols is defined- Sec
ing, deterministic, probabilistic, or selective packetrkiag, tion V sets up a relation between the concept of visibilitd an
logging of packets information or packets digests, and ICMdHgital network investigation, formalizes source addrgssof-
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ing attacks, considers the IP protocol as example, and gresvi stuttering [14]). Moreover, we denote by ", Ofin, &' the

a set of formal results in terms of visibility. To illustratee initial, final, andi** state in executioty, respectively.

proposal, a case study integrating a traceback technig|peo+ We consider an observation functiérs that allows an ob-

vided in Section VI. Finally, Section VII concludes the work server, who can have a complete knowledge of the system

specified bySpec, to see limited information of the system

states and executions. Given a system modeled by a set of

variables Var = {v, ..., v, }, where every state represents
We provide in this section the opacity baground. We stagt valuation of all variables € Var. We define the observ-

giVing a brief idea on the different recent contributionghis able part of a Stat@' in either a static or dynamic manner. In

research area, then we describe the concept of opacity educthe static manner, observation is in the form@#s(s) where

in a state-based logic, particularly the Temporal Logic@€&  ()ps(s) = [1°(v;)1° (w2)...1° (v,)] and wherel® (v;) represents

II. OPACITY PROPERTY

rity Actions [8]. the label of variabley; in states, which can take one of the
following three forms depending an’s visibility:
A. Related works o A variable value A variable is visible and its value is in-

terpretable by the observer. Its label is equal to the vigiab
value in that state. Precisely, we hav& (v) = s(v).

A fictive value A variable is visible but not interpretable
by the observer, meaning that its variation does not bring
any supplementary information to an observer. Examples
include visualization of encrypted values or compressed
data. A static label is then assigned to the variable through
all the system behaviolvs € S : [*(v) = z such that

x € NoVal whereNoVal is a set of fictive values.

An empty valueThe variable is completely invisible, such
that none information regarding its value could be deter-

A few works were conducted along these years to properly
define opacity, verify its features, and establish somedadxi-
ity results. [9] defines opacity within the CSP notation in a *
way distinctive for the expression of anonymity. It decidash
property in finite models using the Model Checking technique
[10] proposed a more generic framework for the specification
of opacity properties without approaching the decidabibt
sues. The framework was used in [11], where opacity prop-
erties were verified using an abstraction technique. Régcent
the opacity concept was extended to systems in generafrathe’
than focusing on cryptographic protocols [12]. The work was ) . )
discussed in environments such as Petri nets [13] and Lébele mhmed.h A”n :mpty valube r;s th(;n aff;(?t?sd to Te variable
Transition Systems [6], where decidability of opacity ¥Vied- throug a the system behavi SEwot (").._ 2.
tion is addressed. Later, the author of this paper provih‘ed,In the dynamic manner, an obserya'uon IS goqd|t|oned by the
[7], a novel approach that integrates opacity theory totaligi value of an add_ltlonal stqte predicate. It is in the form of
forensic investigation. For this, he extended the opaditycept Obs(s, ¢) denoting hows is observed whem is true. We
by adding multi-observability and new classes of propetrtie define the observation of an execution = (50, .o “’l”> as
opacity. Then, he showed the appropriateness of usingtypadfl® sequencent < n): Obs(w) = (Obs(so), ..., Obs(sm))
in proving scenarios and evidences related to hackingiesy Where any maximal sub-sequenC®s(s;), ..., Obs(s;) such
thati < j and Obs(s;) = ... = Obs(s;) will be collapsed into
a single state observation (s@bg(si)), as this represents what

will be observable to a third party.
Generally speaking, opacity of a given property means that a

third party which only has access to some part (called the oB- Opacity definition

servable part) of the system executions, cannot deduceutiie t A predicate-based property, defined overs, is said to be

of that property. To formally describe opacity, we consitter opaquef whenever it is true at some specific state(s) of an ex-
Temporal Logic of Security Action, which was introduced inecutionw, a third party cannot establish it solely based on its
[8] as an extension to TLA [14] to provide reasoning on syghservatiombs(w) and the set of deductions that he can make.
tems with uncertainty by adding forward hypotheses to fulfiFour variants of opacity were proposed in [13]: thmtial-
potential lack of details. S-TLA is a state-based logic @#lat opacity, Final-opacity, Always-opacitgnd Total-opacity We

lows the description of states and state transitions. Es&g present them in S-TLA, respectively as follows:

scribed by an action that is a relation between an old stafe, s, — (5, 5, ..., s,,) such thato™ k= ¢, there exists an
s, and a new state, say Written as a conjunct of a hypothesis j
and an event, an action is true or false for a pair of stétes.
Given a specificatiofpec that may generate a s€tof reach-
able states, where every state represents a valuation ®fsall
tem variables. We denote Hy = U{w,;} the set of all ac- _ ~ fin
ceptable executions with respect to specificatiipac. Every ecutionw’ = (s, s1,..., s,) such that:w” " ¥ ¢ and
executionw represents a series of system states in the form of:  0bs(w’) = 0bs(). _ _
Wi = (8i0, Si1, -, Sin),Wheres, ;1 is derived froms;; after ~ * APropertyyis always-opaqué, for every execution =
an action is executed. In the remaining part of this paper, we (50; 51, -, $») and some, such thatio® |= 1), there exists
denote byw, the execution obtained fromafter collapsing the an executions’ = (s(, s{, ..., s,,) such thato!" ¥ ¢ and
set of subsequent states that are equal (that may appeas due t obs(w’) = 0bs().

B. Observations over states and executions

executionw’ = (s}, 5], ..., s") such thato’™" ¥ v and
obs(w') = obs().

« A property is final-opaquéf, for every executionv =
(50,51, ..., 8 ) such that:of" = 1+, there exists an ex-
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« A property is total-opaqusf, for every executionv = Definition 1: (Provable property) Let an execution a
(s0, 81, .-, S ) @n some such thatv® ¥ ¢, there exists an predicate-based property defined over system satésand a
executionw’ = (s{, s, ..., s;,) such thatvz € W'z ¥ statesin S,. ¢ is called provable in a state w.r.t observation
andobs(w’) = obs(®). obs, if ¢(s) can be computed based ohs(w). Moreoverw
Typically, the concept of opacity, as it is formally desedb is called provable if it can be completely computed based on
above, involves one observation function by which an obmerwbs(w).
can monitor a given execution. We proposed in [7] a new class Definition 2:  (Simple, Strong, and Absolute Visibility):
of opacity entitledObs-free opacityo apply to the context of Let¢ be a predicate-based property, defined oger
digital investigation. Such class takes into account ability ~ « Simple Visibility. property ¢ is said to besimply visible

of multiple observations functions. This allowed us to Bl w.r.t observationobs if, for every executions such that
theory able to handle cooperative digital forensic ingtion. ¢(w’) = true for somej, there do not exist an execution
Formally, a propertyp, defined overS, is Obs-free opaquef w' such thatb(u}’]) = false and obs(w') = obs(&).

for every available observation functigms; the following as- « Strong Visibility: property ¢ is said to bestrongly visible
sertion is satisfied: ib is true at some state(s) in an execution  .r.t observationobs if, for every executions such that

w, a third party cannot establish it solely based on obsermati $(&7) = true for somej, there do not exist an execution
obs;(w) and the set of deductions that he can make. w’ # w such that thabbs(u;’) = obs().

The use of opacity in digital investigation, has pointed out , Absolute Visibility property ¢ is said to beAbsolutely
the need to introduce a new opacity property, calleths-free Visible w.r.t observatiorvbs if both ¢ and ¢ are strongly

Opacity[7]. This property allows to capture digital forensicev-  visible.

idences that should never switch to false whenever theyage t gqor everyone of the three classes of opacity described above
Formally, propertys is I-obs-free opaqué for every available three properties can be distinguishéditial-Visibility, Final-
observation functiorbs; (i € [1..m]) and for every execution vjsibility, and Always-Visibilitydepending on the value of vari-
w = (0, ..., $») for which there existg € [0..n] such that aple; which can take valuenit, fin, or whatever, respectively.
Ve € {so,....8;—1}1 2 ¥ gandve € {s;,...,s.}: 7 = ¢, then  Example 1:We provide in Figure 1 four different execu-
there exists an executianl = (s, ..., s,) such that'y € w":  tions. Each execution is a sequence of two states, and every
y ¥ ¢ andObs;(w') = Obsi(w) Vi € [1..m]. state, is a valuation of three variablesy, andz. Let Obs;,
Obso, and Obss be three different static observations defined as
follows:
- Obsy(s) 2 1°(z) = s(z) A1I°(y) = DA 1°(2) = 0: only
While opacity is an adequate concept for ensuring thatvalue of variable: is visible.
property¢ is always indistinguishable, its negation cannot be - Obs,(s) 2 1°(z) = 0 A 1°(y) = s(y) A 1°(z) = 0: only
used to state that is always distinguishable. To notice thisyalue of variabley is visible.
it suffices to analyze the following example relating to a-sys - Obss(s) £ 1°(z) = O A 1°(y) = O A 15(2) = s(z): only
tem that may generate four possible executions, denoted by value of variable: is visible.
we, wi, andw}. w; andws, represent executions for which In this example, we are interested in tinétial-visibility of
is true in the initial state while/; andw}, represent executionsa propertyo that is defined asp = (v; + v2) < 10. w; and
for which ¢ is false the initial state. Suppose thais(wq) IS w5 represent executions, for which propethyis true in their
equal toobs(w}) while obs(ws) is different fromobs(w}) and initial states, whilew, andw, represent executions for which
obs(w’2). Then, it can be easily noticed thatis not opaque property ¢ if false in their initial states. With respect to the
with respect to the definition (It can be realized thais true above definitions, observationgs; makesp simply visible, as
when observing executian,, as there do not exist any otherboth obs(w;) andobs(ws) have an observation that is different
execution which is observed similarly and hadalse in the from the remaining executions in whichis false (particularly
initial state). However, as execution andw] have the same w; andw,). However, while a third party could deduce that
observation, a third party cannot distinguish whethés true ¢ is true in the initial state of the execution it is observihg,
or false when observing these two executions. Consequentimains unable to determine which one of executions it is cur
the non opacity of does not guarantee thats always distin- rently observing.
guishable. Despite determining whethef is true or false, strong and
We propose in the following a concept that is, somehow, tlasolute visibility allows two additional statements.dB vis-
opposite toOpacity The concept is calle¥isibility. We are ibility allows (particularly for the case of executions irhigh
here interested in proving that a propedtyis distinguishable ¢ is true) to distinguish the exact execution starting from it
whenever it is true at some specific state(s) of an executimhservation. On the other side, absolute visibility alldavelis-
We divide the visibility properties into three differentaskes tinguish any execution in eachis either true or false, starting
as follows. For all the definitions, we denote fythe set of from its observation. To illustrate this, we focus on observ
possible executions that a given system may follow. Noté th#on obss which makesp strongly visible. In fact, observation
likely to opacity, visibility is based on the fact that an ebger (1, 2), for instance, allows a third party not only to deduce that
has a complete knowledge of the system, and therefore of @lis true, but also to notice that this observation is relatmg
the possible executions. In the following definitions, waate executionw;. In the other sidepbss makesy absolutely vis-
by S,, the set of states that are part of execution ible. As a consequence, all the observations are diffesart,

IIl. VISIBILITY PROPERTY
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therefore. any execution in whichis either true or false can data from high-level protocols. To communicate with hgsa

be determined. hostz needs to send a packet containing the address ofihost
Proposition 1: For z € {initial, final, always}, a as adestination address. In the case, whereshissiocated in

predicate-based propertyp is simply z-visible implies the same physical sub-network with hgsthe packetis imme-

¢ is simply-visible. diately delivered after encapsulating it in a link-levetatgram.

Proof: We rephrase the simple visibility definition as fol-In the other case, where the two hosts belong to physicaHy di

lows: Vo' # w such thatp(&7) # ¢,(uj/]) for somej (j cantake ferentnetworks, delivery should be performed indirectyng
value:init, fin, or whatever), we haveibs (&) # obs(w'’). one or more gateways, called routers. In this case, hosteds
As (1) # ¢(z') <= -¢(z) # —é(z'), by replacing the packet to the directly connected gateway, which decides

$(0) + gb(u}’]) by ~(&7) # —mb(u;’]) in the above expres- whether it can directly deliver the packet or it has to foravar
sion, we can state thats is simply visible. it to another directly connected gateway. The process lsdal

Proposition 2: For = € {initial, final, always} a routing and uses routing tables to take such decision aféet-r

predicate-based property, which is absolutelyz-visible, Nd the destination address from the packet. ,
is strongly z-visible. A predicate-based property, which W& model a network as a graptV’( £) where V' is a
is strongly z-visible, is simplyz-visible. A predicate-based St Of vertexes representing communicating nodes, fand

property, which is simply always-visible is provable in any{el’ ceny Fj’l} is a set of edges repres_enting communication links.
reachable state. We partition the set of vertexeg into two subsets: the set
Proof: The first and second part of the proposition followpf hosts # = {h1, ..., hn} and the set of routerst =

from the definition. The third part is demonstrated as foow 171+ -+ 72 }. Every edge; in E takes the form ofz;, ;) such
Given some execution and some state € w. It follows that:{zi, z;} C V. We define aroutete € RTE between two

from Definition 1 that in the case wheggs) = true, andg is NOStsh; andh; as a sequence in the form dffiy, ..., r,) such

simply always visible, thad is provable to be equal true in that: _
starting fromobs(w). Using proposition 2, which states thap ~ « V{4,j} C [1..n] with i # j, we haver; € R andr; # r;.

is also simply always visible, it follows that in the case whe eo = (hi, m1)
¢(s) = false, ¢ is provable to be equal false instarting from ~ « 3(eo, -, €n): Q €n = (10, hy)
obs(w). As ¢ is either true or false in any reachable stafét es = (ro, Tat1) forz € [1, n — 1]
is thus provable there. B Figure 2 shows a network with six hosts, five routers and tevelv
Proposition 3: Letw be an execution§ be the set of reach- communication links:
a}ble states, and and+ be two predicate-based properties de- H = {ha, ho, he, ha, he, by}
fined oversS.
R = {ra7 rba rca rda re}

- Propertyy is provable in any state € S, if 9s € S, such
thato(s) = true andg is strongly visible.

- Propertyy is provgble In any state §1if 35 € 5 such A messagen ( € M), sent between two hosts, is received at
that¢(s) = true and¢ is absolutely visible.

] . e target as tuple in the form dfi{, hy, p, rt) whereh, andhy
Proof: We remind that an observer ha; a cc_)mplete know, tand for source and destination addresses, respectivelyP
edge of the system or of the protocol specification. In the ca

) - . Fepresents the datagram payload (from sgme P); and rt
whereg is strongly visible and holds in a stasethat belongs stands for the route frorh, to k,; which is used to forward traf-
to an executiow, s can be proved andbs(w) is different from fic. We introduce functio;S‘rr Dst, Rte, andHead to extract
any other observation @f’ (such that’ # w). In this casew ' T

) ; from messagen the source address, destination address, route
can be inferred fromvbs(w) and thus be proved (all its state

. Sollowed by the traffic, and the head of the route, respebltive
computed). Consequently, any propettythat holds in any TheirdefinBi/tion is given as follows: peb
states € S, can be proved. '

In the case where is strongly visible, we havew # w’:  ° ?ﬂc i M — H, defined bySrc(hs, ha, p, (11, -y Tn)) =
obs(w) # obs(w’). Consequently, every executioncan be s .
infe(rre)d, and Ehe)refore every properfycan be computed in  * st - M — H, defined byst (hs, ha, p, (r1, ... 1a)) =
every states € S. u d )

Proposition 4: The opacity of a predicate-based propesty  * fit¢ : M — RTE, defined byRte(hs, ha, p, {r1, ...,
implies non visibility ofe. ) = (1 ta)

Proof:  Follows from the definition, and therefore it is * ead : RTE — R, defined byHead((ry, ..., 7a)) = 11

easily deducible that visibility of a predicate propeptimplies

= {60, €p, €q, €y €5, €1, Ey, €y, Eyy Egy By, ez}

non opacity ofp. [ ] V. VISIBILITY-BASED INVESTIGATION
The visibility framework provided as the first part of our con
IV. PACKET SWITCHING PROTOCOLS MODEL tribution represents a generic formal verification tecluei¢hat

Packet switching protocols are intended to provide a glohialindependent of any system or resource under investigatio
addressing mechanism to deliver datagrams across a packWdlile the technique is intended to investigate a great set of
switching network. Roughly speaking, one can say that evesgcurity attacks including DDoS and anti-forensic attaoks
packet is composed by a header and a payload. The first cooncentrate hereinafter on the case of source address I5goofi
tains source and destination addresses. The second contaftacks.
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Fig. 1. Difference between visibility classes

ha <20
}
hy
Fig. 2. Network graph
A. Source address spoofing attacks resents the gateway that is used hyto communicate with

Source address spoofing refers to the process of forging fHeStha. We say that a message is well-formed if and only
source address of a datagram to make appear as it comes frdfn @poof (m) = Fulse. Conversely, a messages is under
higher security entity (e.g., host, network). Even if thattacks Source address spoofing attackjfoof (m) = True. Formally,
can be defeated using two way authentication protocol, sofiéch an attack consists of modifying a well-formed massage
network nodes do not support such protocol as they are unaBte= (he, hy, p, rte) by a messagen’ = (h;, hy, p, rte)
to use cryptography. We concentrate our attention in this séUch thath; # h, andHead(rte) # Gtw(h;,). Obviously, the
tion on formally proving external source address spoofing 4Prged message is expected to follow the same physical esute
tacks, meaning that we suppose that an intruder tries torimp€ original message, that is witife(m) is equal toRte(m’).
sonate another machine that does not belong the sub-network

under which it is connected. B. Characterizing provable evidences

Given a hosth, we introduce functionGtw, defined by Since intruders can hide their identity using source addres
Gtw : H — R to return the network gateway (router), sa

hat i db . ith 'h Th.yspoofing, conducting a network investigation analysis itheor
r, thatis used by: to communicate with external hosts. Thigg yrace the anonymous attack flow or reveal the identity ef th
means that there exists an edgec £ in the graph which

. : ) intruder is amongst the challenging tasks. In this context;
is equal to(h, r). In Figure 2, for |_nstance,Gtu;(ha) ~ eral solutions have been developed as an attempt to locsi® ho
ra and Gtw(hy) = r.. Moreover, given a message = ;5 specific network independently of its source address (in
(hs, ha, p, 1) S.UCh that:rt = .<r1’ s Tu)y {hs, .hd} c H, cluded the datagram that it sends). They are called tragisig s
and1.9 € P, we introduce predicat§poof (m) defined as fol- 4o \q -~ However, providing a proof of the correctness of these
lows: solutions has still to be developed. Using the visibilitycept,
Spoof (m) = Head(Rte(m)) # Gtw(Src(m)) we build a formal theory for providing proofs in network dig
investigation of source address spoofing attacks.

To capture source address spoofing attacks, we determin&Ve denote by sessiona sequence of messages in the form

the value of such predicate, which is equal to true,ifrep- of: (my, ..., m,) representing a conversation between two



SS1°2006 - 8th Intl Symposium on System and Information Security

hosts, defined by their addresség:(m;) and Dst(m;) for

somei € [1..m], respectively. A distinctive feature of a session
s is highlighted by the following point: for two consecutive

messages$m;, m;+1) C s, we have:src(m;) = dst(mjz1)
anddst(m;y1) = dst(m;).

In addition, for every message; > € S (m;y2 represent
messages sent by the same source), the Head( Rte(m;2))

the investigator does not have the appropriate application
to interpret the payload content (the content may be en-
crypted, compressed, or encoded appropriately). As a re-
sult, the variation of variablg does not bring any supple-
mentary information to the investigator, and therefore all
the values ofp in the different messages are observable
under the same label, sé&y

of the route is the same. However, the route taken by difteren « Variablerte is not observable. In fact, since an investigator

messages can be different. does not have a complete control under the whole network
Typically, a network forensic investigator performs daté c routers, it is unable to determine from which router the

lection and analysis at the network level. The digital exitke packet has flowed.

that he is able to access would represent the exchanged traffi  \ulnerability to IP spoofing:: Starting from Figure 2, we

between victim and intruder. Formally, the evidences haee tconcentrate particularly on hosts and 7, that are identified
form of a session = (my, ..., mn) where each message is by their IP addresse®, and ip;, respectively.r, represents

a valuation of variablegh,, hq, p, rt)). Unfortunately, from the gateway used by, to communicate withz; and whose
such evidences, the investigator has only accesss:). The |p address is equal t,, . We consider two sessions ands;
definition of obs function, which characterizes what is Obsethaking p|ace betweehh andhf where each one of them is com-
able to the investigator, will vary from a protocol to anathe  posed of one packek;, represents a legitimate session and is

Starting from the set of previously defined propositions anghual tos, = (pcki1) = ((ipr,, iDr;s Doy (iPr,, Pr,, ©r,)))-

the above described model, we establish that: Given a packetontains one packet sent frofp,, to ip,, crossing routers
switching protocolP, four situations can occur when perform- r_ thenr, , which are identified by their IP addresses,
ing digital P-investigation, depending on the visibility of pred-;, . andip,. , respectivelys,, holds an IP spoofing attack and
icate Spoof : is equal tosy = (pcko1) = ((ipr,, Wry, Py, (iDr,, ipr,))). It

« Occurrence of source address spoofing is not provableciintains one packet that appears to be sent fggnio ips. In
PredicateSpoof is notsimply initial-visible. reality, the packet is sent by, which impersonates, ; that is

« Occurrence of source address spoofing is provable if Preghy it crossed routers, thenr, (as identified by their IP ad-
icate Spoof is simply always-visible dressesp,. andip,., respectively). Obviously, it can be noticed

« Both occurrence of source address spoofing and real that predicateSpoof is false, agp,. does not represent the gate-
truder source address are provable for every attack if preglay that is used byp, . Observing the two sessions, an investi-
icate Spoof is strongly always-visible gator has only access #ds(s1) = obs(s2) = (ipa, iy, Ib, ).

« Both occurrence of source address spoofing and regie Spoof property is not Initial-Simply visible. The occur-
source address are provable for both legitimate and m@nce of spoofing attacks in IP protocol cannot be proved.
licious traffic if predicateSpoof is absolutely always-
visible

VI. CASE STUDY

C. Example: IP Spoofing attacks In this section, we consider a method called ASPM technique

We consider in this sub-section the particular case of IP praS @ traceback solution, then we use our visibility-basef-te
tocol showing how IP spoofing attacks can mislead investigidue to formally prove that ASPM enables IP spoofing detec-

tion. Such protocol fits acutely with the packet switching-pr 10" @nd identification of real intruder sources. .
tocol described in section IV. A message represents now ASPM stands for Adaptive and Selective Packet Marking. It

an IP packepck = (ipy, ipy, p, rt) whereip, andip, stand Was pres_ented in [3] as an IP traceback_approach which adapts
for IP source and destination addresses, respectiyely,the 1S behavior according to the characteristics of the prsees
packet payload that represents data from upper layer mtﬂoc_traﬁ'c- Besides t.hat, the selec.tlven.es.s of the technidawsiit

(e.g., TCP, UDP, ICMP, ARP), and stands for the set of IP instead of marking every traffic unit (i.e., a packet, a detay

addresses of routers crossed by the message. Given aistat@ @ cell) to exploits a set of properties for every suppopes:
we define the observation functiahs as follows: tocol, so that: a) only traffic units that matches these prgse
are marked; and b) all the remaining elements are identified

obs(st) = Al*(ipy) = st(ips) A1 (ipg) = st(ipa) without any mark by exploiting their dependence to the marke
A (p) =7 a7 A 1 (rte) = 0 elements. The marking is only enabled at the closest interfa
to the source of the packet on the edge ingress router, negluci
« Variablesip, andip, are observable and their values igprocessing and bandwidth overload. In the case where ectraffi
interpretable. In fact, a network, investigator which andnit arrives to the edge ingress router while being marked (a
alyzes message: at the network level, is able to inter-intruder who wishes to subvert investigation may have iesker
pret IP source and destination address as they occur on &meerroneous mark). The latter overwrites the mark and isser
packet. its own one, providing immunity against mark spoofing atsack
« Variablep is observable and its value is non interpretablén the case of TCP protocol, the ASPM technique marks only
In fact, an investigator is able to see the packet payloakgments that contain the TCP SYN flag and the mark is in-
but since his observation is performed at the network leveserted in the data field which is usually not intended to danta
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any data. We are aware that such modification may generate pcks = (ipn., ibn,, (Ps, pa, {ACK }, ISNs+1, ISN;+1,

alarms at some Intrusion Detection Systems, but it counts fo (), rte): The client responds by a TCP segment containing

nothing as an investigator have to handle the TCP SYN seg- the ACK flag, a sequence number equal/&V, + 1 and

ments separately to extract and read the mark. an acknowledge number equal i8N, + 1. As for the
TCP payload, it does not contain any data.

Note that all the constraints that are imposed for the IP hode
still hold (e.g.,sre(pcky) = dst(pcks)).
TCP protocol guarantees reliable and ordered delivery of

sender to receiver data using the IP protocol. It uses the por L ) . .

number to distinguish data for multiple, concurrent apatiens B. Investigation on IP spoofing attacks using ASPM technique

(e.g. Web server and e-mail server) running onthe same host. Given a  TCP  segment in the form  of

virtual circuitis created between the sender and the recaivd  (#n. , n,, (Ps, Pa, flg, seq, ack, picp), rte), we define

is identified by a tuple of four information: source and desti function Flags and Pay to extract from an IP packetck the

tion IP addresses, and source and destination TCP portslyLikset of flags and the payload of a TCP segment, respectively. Le

to IP protocol, a TCP segment is composed of a header andie a state predicate that is equal to true if the IP packeshold

a payload. The header contains source and destination pdhe first TCP segment in the handshake. Its definition is given

a sequence number that identifies the position of the first byay ¥ (pck) £ Flags(pck) = {SYN}. We define functiorvbs

(relative to data) in the segment, an acknowledgment nuofbeiin a dynamic form depending on predicate to characterize

the first byte (relative to data) that is expected to be samhfr what is visible within an IP packet for a network investigato

the corresponding TCP entity, and a set of flags that are wseds follows:

mainly manage connections. obs(pck, ) = AP (ipn,) = pck(ipn, )

We model a TCP segment as a tuple in the formsef; = NP (ipp, ) = pek(ipn, ) A 1P*(rte) = 0

(ps, pa, flg, seq, ack, prep) Wherep, and py € N stand for AP (ps) = pek(ps) A 1P* (pa) = pek(pa)

source and destination TCP porfig, stands for a subsetofaset NP (flg) = pck(fig) A 1P*(seq) = pck (seq)

of TCP flagsFLAGS = {SYN, ACK, FIN, ST}, seq and AIP*(ack) = pck(ack) N 1P* (piep) = Head(rte)

ack € N stand for sequence and acknowledgment numbers, NP* (Deep) = Picp

and finally p;., € Prcp stands for the TCP payload. Tack- obs(pck, —1p) £ AP (ipy,,) = pck (ipn,)
)

A. Modeling TCP protocol with ASPM implementation

ing back the IP model, a packet will now look in the form of:  AIP*(ipy, ) = pck(ipn,) A 1P* (rte) = 0
pck = (ipn,, ipn,, (s, pa, flg, seq, ack, piep), rte) where AP (ps) = pek(ps) A 1P* (pa) = pek(pa)
the IP payload fielg is replaced by the TCP segmeny. APk (flg) = pek(flg) A 1P°* (seq) = pck(seq)
Roughly speaking, a TCP session is a composed from three/A\lP* (ack) = pck(ack)
parts: The three-way TCP handshake, the data transmission\[P“* (picp) = pck(Head(rte)) A 1P*(pyep) = pek(Ib)
phase, and the connection closing phase. For the sake of readrieldsipy,, ipn,, ps, pa, fig, seq, ack are observables and
ability, we only consider the most interesting phase of a TQkeir values is interpretable. Thee field is invisible due to the
session: the three-way TCP handshake. First, from theisgcugame reason discussed with the IP protocol. As for the packet
point of view, such mechanism was considered as one of tpayloadp:.,, it is observed differently from a segment to an-
famous factors that contributed to the proliferation of Boother. In fact, if the SYN flag is activated (i.ep,is true), the
attacks. Second, the ASPM technique that we are taking integyload will contain the IP address of the first router crdsse
est is based on the exploitation of the first segment in the TGP the IP traffic, and hence its value is observable and inter-
handshake. A TCP session between Hgsandh, (identified pretable. In the opposite case (i.is false), the payload may
by their IP addresse®;,, andipy,, respectively) will look as Or not contain data, that is why it is observable but not inter
s = (pcky, pcky, peks) where each packet is described as fopretable by the investigator. Its value is equal to a fictateel,
lows: say!b for every payload.
o pcki = (ipn., ipn,, (ps, pa, {SYNY}, ISN,, 0, Proving IP spoofing attacks occurrencetet us consider
Head(rte)), rte): The client initiates the connection with the éxample provided in Section V-C and let us take again the
the server by sending a TCP segment with a SYN flag setegitimate and malicious sessions between hpsind host:; .
sequence number equal I6V,, and an acknowledgmentAPPlying the ASPM technique, the legitimate session will be
number equal td. As we are using the ASPM markingunder forms, = (pcki1, pcki2, pekiz), where:
scheme, the TCP payload, which usually does not containe pcki1 = (iph,» ©pn;> (Ps, pa, {SYN}, ISN;,
any data in the case where SYN flag is set, will encom- 0, ip;.,), (ipr,, v, ©Pr.))
pass the IP address of the first router crossed by the packee. pcki2 = (ipng > Phg,> (Pa, ps, {SYN, ACK},
Such IP address is equal iead (rte). ISN4, 0, 0), (ipr,, ipr., ipr.))
o pckv = (ipn,, n,, (pa, ps, {SYN, ACK}, ISN, o pckys = (iph, , iDhy s (ps, pa, {ACK}, ISN;, O,
ISN, + 1, (), rte): The server replies with a TCP seg- ~ 0), {(ipr., ipr., ipr.))
ment containing its initial sequence numbéiV,, while If this legitimate session would have been established-mali
setting the acknowledgment number equall$&; + 1. ciously to hold an IP spoofing attack, we would have ob-
Both flagsSYN and ACK are set in the segment. As fortained a sessios, in the form of ss = (pcka1, pckaa, pckos)
the TCP payload, it does not contain any data. where Spoof (pcke1) is trueV pckq; € so and Pay(pckar) #
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Pay(pcki1) Vpckay € so. As Pay(pckoy) is visible and inter- VIlI. CONCLUSION

pretable,obs(s1) will be different fromobs(s) for every ma-  \ve took interest in this paper to formal digital forensic in-
licious sessiors,. Consider, for instance, the case of an IRestigation of network-based attacks, particularly tharse
spoofing attack, which was initiated tiy to impersonaté... address spoofing. We proposed to this need a new visibility-

We have: based theory for proving proof of attack occurrence andes®ur
o pckay = (1Phy s Phs» (Ps, pa, {SYN}, ISN,, 0, identification. Three different visibility properties weipro-
ir. ), (iPr., iPr.)) vided and their use is demonstrated through different psbpo
o koo = (ipn, , @n,, (pa, ps, {SYN,ACK}, tions. To exemplify the proposal, we considered the paicu
ISNg4, 0, 0), (ipy,, ipr,)) case of IP spoofing attacks while using the ASPM as a mark-
o pckos = (1Phg s Phs (ps, pa, {ACK}, ISN,, 0, ing technique. Further works, will consider enhancinghilsi
0), (ipr., ipr.)) ity concept to prove anti-forensic attacks, as well as enimgn

Obviously, it can be noticed that the payload of the firghe packet switching model to consider traceback of intrsde
packet containgp,_, which does not represent the gatewagource in adhoc networks.
used byipy,. obs(s1) is different from obs(s2) as from a
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demonstrate that predicatecProof is initially always-visible.

According to our description of TCP protocol (with ASPM im-

plementation) and the investigator observation functiefing:d

in the beginning of this sub-section, it can be easily notibat

such property is always true. This mak&s:Proof property

simply always-visible. The identification of source of IR s

ing attacks is thus proved.
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