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Abstract— Spoofing attacks represent one of the most remark-
able attacks that challenged network investigators and canbe as-
sociated to harmful attacks such as Distributed Denial of Service.
Providing a formal method of investigation to be used with trace-
back techniques happened to be of utmost importance, allowing
to prove absence of design weakness in the method, proving any
result that an investigator would otherwise have to computehim-
self (e.g., attack occurrence, intruder source, path followed by the
attack), and ease the admissibility of evidences. We provide in this
work a new formal concept, entitledVisibility, and we develop its
relation with network digital forensic investigation, par ticularly
the investigation of source address spoofing attacks. To demon-
strate the effectiveness of our visibility-based theory, we use it
in conjunction with an efficient traceback technique to prove IP
spoofing attack occurrences and identify their source.

Keywords: visibility, formal proof, digital forensic investigation,
source address spoofing, packet tracing.

I. I NTRODUCTION

Due to the pervasiveness of information technology, systems
and networks are becoming more and more available. This in-
creases their exposure to vulnerability and attacks. Focusing
merely on deploying defensive mechanisms is insufficient, as
intruders are still gaining the upper hand. To counter this,re-
cently research in security has attached an attention to thedig-
ital forensic investigation. Defined as “preservation, identifica-
tion, extraction, documentation and interpretation of computer
data” [1], the digital forensic investigation takes an interest to
the analysis of data in networks, systems, disks, and memories
for clues and evidences. It aims to reconstruct the securityin-
cident and give answers to what, who, when, where, how, and
why incident-related questions.

One of the most remarkable attacks that threatened networks
and can be associated to a large set of harmful attacks such as
Distributed Denial of Service (DDoS), we can find the spoofing
attacks. A spoofing attack is the process by which an entity
(e.g., a program) forges data to impersonate another and gain
an illegitimate access or privilege. The scope of such attack is
very large to the extent that it affected a lot of protocols among
them we distinguish the Internet Protocol, in which the attack
takes as a name: IP spoofing attack [2].

In such context, several traceback approaches were proposed
to identify the route of incoming traffic and trace intrudersto
their source. These techniques can be classified into link test-
ing, deterministic, probabilistic, or selective packet marking,
logging of packets information or packets digests, and ICMP

messaging [3], [4]. To the best of our knowledge, despite the
work provided in [5], none contribution in this area has inte-
grated the use of formal methods of specification and verifica-
tion. In fact, using formal verification approaches during the de-
sign of a traceback technique happened to be of utmost impor-
tance, allowing to a) demonstrate absence of design weakness
in the technique; b) formally prove any result that a security ad-
ministrator would otherwise have to compute himself (e.g.,at-
tack occurrence, intruder source, path followed by the attack);
and c) enhance the accuracy of digital attack analysis. More-
over, the concept of network digital investigation was practi-
cally absent when traceback methods were conceived. Thus, it
turns out to be worthy to provide a formal technique of inves-
tigation that copes with the output of traceback techniquesto
provide accurate proof of digital evidences.

We take interest in this work into formalizing the proof in
the context of digital network forensic investigation, andchar-
acterizing what is provable. We provide a new concept, enti-
tledVisibility, whose essential idea is to prove a given property
solely based on a partial observation of a system execution.We
develop its relation withOpacitythat was recently provided as
a promising concept for the verification of security properties
[6] and the digital forensic investigation [7]. After developing
the visibility theory, we set up a relation between the concept
of visibility and network digital forensic investigation,partic-
ularly the investigation of source address spoofing attacks. To
demonstrate the effectiveness of our visibility-based theory, we
uses it in conjunction with an efficient traceback techniqueto
prove IP spoofing attack occurrences and identify their source.

Our contribution is 3-fold. First, we complement the few
existing contributions in formal digital investigation bya novel
theory that is generic and promises to show its effectiveness
in other fields of computer security. Second, we bring a set
of visibility properties that allows an investigator to accurately
define the scope of its proof and the details he wants to prove.
Third, we develop an efficient method that is able to identify
and trace spoofing attacks in packet switching protocols.

The remaining of this paper is organized as follows. Sec-
tion II reviews the work on opacity. Section III introduces the
concept of visibility, provides a set of relative properties, and
states a set of results in terms of propositions. In section IV,
a generic model of packet switching protocols is defined. Sec-
tion V sets up a relation between the concept of visibility and
digital network investigation, formalizes source addressspoof-
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ing attacks, considers the IP protocol as example, and provides
a set of formal results in terms of visibility. To illustratethe
proposal, a case study integrating a traceback technique, is pro-
vided in Section VI. Finally, Section VII concludes the work.

II. OPACITY PROPERTY

We provide in this section the opacity baground. We start
giving a brief idea on the different recent contributions inthis
research area, then we describe the concept of opacity couched
in a state-based logic, particularly the Temporal Logic of Secu-
rity Actions [8].

A. Related works

A few works were conducted along these years to properly
define opacity, verify its features, and establish some decidabil-
ity results. [9] defines opacity within the CSP notation in a
way distinctive for the expression of anonymity. It decidessuch
property in finite models using the Model Checking technique.
[10] proposed a more generic framework for the specification
of opacity properties without approaching the decidability is-
sues. The framework was used in [11], where opacity prop-
erties were verified using an abstraction technique. Recently,
the opacity concept was extended to systems in general rather
than focusing on cryptographic protocols [12]. The work was
discussed in environments such as Petri nets [13] and Labeled
Transition Systems [6], where decidability of opacity verifica-
tion is addressed. Later, the author of this paper provided,in
[7], a novel approach that integrates opacity theory to digital
forensic investigation. For this, he extended the opacity concept
by adding multi-observability and new classes of properties to
opacity. Then, he showed the appropriateness of using opacity
in proving scenarios and evidences related to hacking activities.

B. Observations over states and executions

Generally speaking, opacity of a given property means that a
third party which only has access to some part (called the ob-
servable part) of the system executions, cannot deduce the truth
of that property. To formally describe opacity, we considerthe
Temporal Logic of Security Action, which was introduced in
[8] as an extension to TLA [14] to provide reasoning on sys-
tems with uncertainty by adding forward hypotheses to fulfill
potential lack of details. S-TLA is a state-based logic thatal-
lows the description of states and state transitions. Everystate
is a valuation of all system variables and a state transitionis de-
scribed by an action that is a relation between an old state, says , and a new state, sayt . Written as a conjunct of a hypothesis
and an event, an action is true or false for a pair of states〈s , t〉.

Given a specificationSpe
 that may generate a setS of reach-
able states, where every state represents a valuation of allsys-
tem variables. We denote byΩ = ∪{ωi} the set of all ac-
ceptable executions with respect to specificationSpe
. Every
executionω represents a series of system states in the form of:
ωi = 〈si0, si1, ..., sin 〉,wheresi(j+1) is derived fromsij after
an action is executed. In the remaining part of this paper, we
denote bŷω, the execution obtained fromω after collapsing the
set of subsequent states that are equal (that may appear due to

stuttering [14]). Moreover, we denote bŷωinit , ω̂�n , ω̂i the
initial, final, andi th state in execution̂ω, respectively.

We consider an observation functionObs that allows an ob-
server, who can have a complete knowledge of the system
specified bySpe
, to see limited information of the system
states and executions. Given a system modeled by a set of
variablesVar = {v1, ..., vn}, where every state represents
a valuation of all variablesv ∈ Var . We define the observ-
able part of a states , in either a static or dynamic manner. In
the static manner, observation is in the form ofObs(s) whereObs(s) = [l s(v1)l s(v2)...l s(vn )] and wherel s(vi ) represents
the label of variablevi in states , which can take one of the
following three forms depending onvi ’s visibility:

• A variable value: A variable is visible and its value is in-
terpretable by the observer. Its label is equal to the variable
value in that states . Precisely, we havel s(v) = s(v).

• A fictive value: A variable is visible but not interpretable
by the observer, meaning that its variation does not bring
any supplementary information to an observer. Examples
include visualization of encrypted values or compressed
data. A static label is then assigned to the variable through
all the system behavior:∀s ∈ S : l s(v) = x such thatx ∈ NoVal whereNoVal is a set of fictive values.

• An empty value: The variable is completely invisible, such
that none information regarding its value could be deter-
mined. An empty value is then affected to the variable
through all the system behavior:∀s ∈ S : l s(v) = ∅.

In the dynamic manner, an observation is conditioned by the
value of an additional state predicate. It is in the form ofObs(s , φ) denoting hows is observed whenφ is true. We
define the observation of an executionω = 〈s0, ..., sn 〉 as
the sequence (m ≤ n): Obs(ω) = 〈 ˜Obs(s0), ..., ˜Obs(sm)〉
where any maximal sub-sequenceObs(si), ..., Obs(sj ) such
that i < j andObs(si) = ... = Obs(sj ) will be collapsed into
a single state observation (say, ˜Obs(si )), as this represents what
will be observable to a third party.

C. Opacity definition

A predicate-based propertyψ, defined overS , is said to be
opaqueif whenever it is true at some specific state(s) of an ex-
ecutionω, a third party cannot establish it solely based on its
observationobs(ω) and the set of deductions that he can make.
Four variants of opacity were proposed in [13]: theInitial-
opacity, Final-opacity, Always-opacity,andTotal-opacity. We
present them in S-TLA, respectively as follows:

• A property ψ is initial-opaque if, for every execution
ω = 〈s0, s1, ..., sn 〉 such thatω̂init |= ψ, there exists an

executionω′ = 〈s ′0, s ′1, ..., s ′n 〉 such thatω̂′
init

2 ψ andobs(ω̂′) = obs(ω̂).
• A propertyψ is final-opaqueif, for every executionω =

〈s0, s1, ..., sn 〉 such that: ω̂�n |= ψ, there exists an ex-

ecutionω′ = 〈s ′0, s ′1, ..., s ′n〉 such that: ω̂′
�n

2 ψ andobs(ω̂′) = obs(ω̂).
• A propertyψ is always-opaqueif, for every executionω =

〈s0, s1, ..., sn 〉 and somei , such that:̂ωi |= ψ, there exists

an executionω′ = 〈s ′0, s ′1, ..., s ′n〉 such thatω̂′
i

2 ψ andobs(ω̂′) = obs(ω̂).
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• A propertyψ is total-opaqueif, for every executionω =
〈s0, s1, ..., sn 〉 an somei such that̂ωi 2 ψ, there exists an
executionω′ = 〈s ′0, s ′1, ..., s ′n〉 such that∀x ∈ ω̂′ : x 2 ψ

andobs(ω̂′) = obs(ω̂).
Typically, the concept of opacity, as it is formally described
above, involves one observation function by which an observer
can monitor a given execution. We proposed in [7] a new class
of opacity entitledObs-free opacityto apply to the context of
digital investigation. Such class takes into account availability
of multiple observations functions. This allowed us to build a
theory able to handle cooperative digital forensic investigation.
Formally, a propertyφ, defined overS , is Obs-free opaque, if
for every available observation functionObsi the following as-
sertion is satisfied: ifφ is true at some state(s) in an execution
ω, a third party cannot establish it solely based on observationobsi (ω) and the set of deductions that he can make.

The use of opacity in digital investigation, has pointed out
the need to introduce a new opacity property, calledI-obs-free
Opacity[7]. This property allows to capture digital forensic ev-
idences that should never switch to false whenever they are true.
Formally, propertyφ is I-obs-free opaqueif for every available
observation functionObsi (i ∈ [1..m]) and for every execution
ω = 〈s0, ..., sn〉 for which there existsj ∈ [0..n] such that
∀x ∈ {s0, ..., sj−1}: x 2 φ and∀x ∈ {sj , ..., sn}: x |= φ, then
there exists an executionω′ = 〈s ′0, ..., s ′n〉 such that∀y ∈ ω′:y 2 φ andObsi (ω̂′) = Obsi(ω̂) ∀i ∈ [1..m].

III. V ISIBILITY PROPERTY

While opacity is an adequate concept for ensuring that a
propertyφ is always indistinguishable, its negation cannot be
used to state thatφ is always distinguishable. To notice this,
it suffices to analyze the following example relating to a sys-
tem that may generate four possible executions, denoted byω1,
ω2, ω′

1, andω′

2. ω1 andω2 represent executions for whichφ
is true in the initial state whileω′

1 andω′

2 represent executions
for which φ is false the initial state. Suppose thatobs(ω1) is
equal toobs(ω′

1) while obs(ω2) is different fromobs(ω′

1) andobs(ω′

2). Then, it can be easily noticed thatφ is not opaque
with respect to the definition (It can be realized thatφ is true
when observing executionω2, as there do not exist any other
execution which is observed similarly and hasφ false in the
initial state). However, as executionω1 andω′

1 have the same
observation, a third party cannot distinguish whetherφ is true
or false when observing these two executions. Consequently,
the non opacity ofφ does not guarantee thatφ is always distin-
guishable.

We propose in the following a concept that is, somehow, the
opposite toOpacity. The concept is calledVisibility. We are
here interested in proving that a propertyφ is distinguishable
whenever it is true at some specific state(s) of an execution.
We divide the visibility properties into three different classes
as follows. For all the definitions, we denote byΩ the set of
possible executions that a given system may follow. Note that
likely to opacity, visibility is based on the fact that an observer
has a complete knowledge of the system, and therefore of all
the possible executions. In the following definitions, we denote
by Sω the set of states that are part of executionω.

Definition 1: (Provable property) Let an executionω, a
predicate-based propertyφ defined over system satesS , and a
states in Sω. φ is called provable in a states w.r.t observationobs , if φ(s) can be computed based onobs(ω). Moreoverω
is called provable if it can be completely computed based onobs(ω).

Definition 2: (Simple, Strong, and Absolute Visibility):
Letφ be a predicate-based property, defined overS :

• Simple Visibility: propertyφ is said to besimply visible
w.r.t observationobs if, for every executionω such that
φ(ω̂j ) = true for somej , there do not exist an execution

ω′ such thatφ(ω̂′
j
) = false andobs(ω̂′) = obs(ω̂).

• Strong Visibility: propertyφ is said to bestrongly visible
w.r.t observationobs if, for every executionω such that
φ(ω̂j ) = true for somej , there do not exist an execution
ω′ 6= ω such that thatobs(ω̂′) = obs(ω̂).

• Absolute Visibility: property φ is said to beAbsolutely
Visible w.r.t observationobs if both φ and φ̄ are strongly
visible.

For everyone of the three classes of opacity described above,
three properties can be distinguished:Initial-Visibility , Final-
Visibility, and Always-Visibility, depending on the value of vari-
ablej which can take valueinit , �n, or whatever, respectively.

Example 1:We provide in Figure 1 four different execu-
tions. Each execution is a sequence of two states, and every
state, is a valuation of three variablesx , y , andz . Let Obs1,Obs2, andObs3 be three different static observations defined as
follows:

- Obs1(s) , l s(x ) = s(x ) ∧ l s(y) = ∅ ∧ l s(z ) = ∅: only
value of variablex is visible.

- Obs2(s) , l s(x ) = ∅ ∧ l s(y) = s(y) ∧ l s(z ) = ∅: only
value of variabley is visible.

- Obs3(s) , l s(x ) = ∅ ∧ l s(y) = ∅ ∧ l s(z ) = s(z ): only
value of variablez is visible.

In this example, we are interested in theinitial-visibility of
a propertyφ that is defined as:φ , (v1 + v2) ≤ 10. ω1 and
ω3 represent executions, for which propertyφ is true in their
initial states, whileω2 andω4 represent executions for which
propertyφ if false in their initial states. With respect to the
above definitions, observationsobs1 makesφ simply visible, as
bothobs(ω1) andobs(ω3) have an observation that is different
from the remaining executions in whichφ is false (particularly
ω1 andω2). However, while a third party could deduce that
φ is true in the initial state of the execution it is observing,he
remains unable to determine which one of executions it is cur-
rently observing.

Despite determining whetherφ is true or false, strong and
absolute visibility allows two additional statements. Strong vis-
ibility allows (particularly for the case of executions in which
φ is true) to distinguish the exact execution starting from its
observation. On the other side, absolute visibility allowsto dis-
tinguish any execution in eachφ is either true or false, starting
from its observation. To illustrate this, we focus on observa-
tion obs2 which makesφ strongly visible. In fact, observation
〈1, 2〉, for instance, allows a third party not only to deduce that
φ is true, but also to notice that this observation is relatingto
executionω1. In the other side,obs3 makesφ absolutely vis-
ible. As a consequence, all the observations are different,and
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therefore. any execution in whichφ is either true or false can
be determined.

Proposition 1: For x ∈ {initial , �nal , always}, a
predicate-based propertyφ is simply x -visible implies
¬φ is simply-visible.

Proof: We rephrase the simple visibility definition as fol-

lows: ∀ω′ 6= ω such thatφ(ω̂j ) 6= φ(ω̂′
j
) for somej (j can take

value:init , �n, or whatever), we have:obs(ω̂) 6= obs(ω̂′).
As φ(x ) 6= φ(x ′) ⇐⇒ ¬φ(x ) 6= ¬φ(x ′), by replacing

φ(ω̂j ) 6= φ(ω̂′
j
) by ¬φ(ω̂j ) 6= ¬φ(ω̂′

j
) in the above expres-

sion, we can state that¬φ is simply visible.
Proposition 2: For x ∈ {initial , �nal , always}, a

predicate-based propertyφ, which is absolutelyx -visible,
is strongly x -visible. A predicate-based propertyφ, which
is stronglyx -visible, is simplyx -visible. A predicate-based
propertyφ, which is simply always-visible is provable in any
reachable states .

Proof: The first and second part of the proposition follow
from the definition. The third part is demonstrated as follows:

Given some executionω and some states ∈ ω. It follows
from Definition 1 that in the case whereφ(s) = true, andφ is
simply always visible, thatφ is provable to be equal true ins
starting fromobs(ω). Using proposition 2, which states that¬φ
is also simply always visible, it follows that in the case where
φ(s) = false, φ is provable to be equal false ins starting fromobs(ω). As φ is either true or false in any reachable states , it
is thus provable there.

Proposition 3: Let ω be an execution,S be the set of reach-
able states, andφ andψ be two predicate-based properties de-
fined overS .

- Propertyψ is provable in any states ∈ Sω if ∃ s ∈ Sω such
thatφ(s) = true andφ is strongly visible.

- Propertyψ is provable in any states ∈ S if ∃ s ∈ S such
thatφ(s) = true andφ is absolutely visible.

Proof: We remind that an observer has a complete knowl-
edge of the system or of the protocol specification. In the case
whereφ is strongly visible and holds in a states that belongs
to an executionω, s can be proved andobs(ω) is different from
any other observation ofω′ (such thatω′ 6= ω). In this case,ω
can be inferred fromobs(ω) and thus be proved (all its states
computed). Consequently, any propertyψ that holds in any
states ∈ Sω can be proved.

In the case whereφ is strongly visible, we have∀ω 6= ω′:obs(ω) 6= obs(ω′). Consequently, every executionω can be
inferred, and therefore every propertyψ can be computed in
every states ∈ S .

Proposition 4: The opacity of a predicate-based propertyφ
implies non visibility ofφ.

Proof: Follows from the definition, and therefore it is
easily deducible that visibility of a predicate propertyφ implies
non opacity ofφ.

IV. PACKET SWITCHING PROTOCOLS MODEL

Packet switching protocols are intended to provide a global
addressing mechanism to deliver datagrams across a packet-
switching network. Roughly speaking, one can say that every
packet is composed by a header and a payload. The first con-
tains source and destination addresses. The second contains

data from high-level protocols. To communicate with hosty , a
hostx needs to send a packet containing the address of hosty
as a destination address. In the case, where hostx is located in
the same physical sub-network with hosty , the packet is imme-
diately delivered after encapsulating it in a link-level datagram.
In the other case, where the two hosts belong to physically dif-
ferent networks, delivery should be performed indirectly using
one or more gateways, called routers. In this case, hostsx sends
the packet to the directly connected gateway, which decides
whether it can directly deliver the packet or it has to forward
it to another directly connected gateway. The process is called
routing and uses routing tables to take such decision after read-
ing the destination address from the packet.

We model a network as a graph (V , E ) whereV is a
set of vertexes representing communicating nodes, andE =
{e1, ..., el} is a set of edges representing communication links.
We partition the set of vertexesV into two subsets: the set
of hostsH = {h1, ..., hm} and the set of routersR =
{r1, ..., rn}. Every edgeei in E takes the form of(xi , xj ) such
that:{xi , xj} ⊂ V . We define a routerte ∈ RTE between two
hostshi andhj as a sequence in the form of:〈r1, ..., rn 〉 such
that:

• ∀{i , j} ⊂ [1..n] with i 6= j , we haveri ∈ R andri 6= rj .
• ∃〈e0, ..., en 〉: 





e0 = (hi , r1)en = (rn , hj )ex = (rx , rx+1) for x ∈ [1, n − 1]

Figure 2 shows a network with six hosts, five routers and twelve
communication links:H = {ha , hb , h
 , hd , he , hf }R = {ra , rb , r
, rd , re}E = {eo , ep , eq , er , es , et , eu , ev , ew , ex , ey , ez}

A messagem ( ∈ M ), sent between two hosts, is received at
the target as tuple in the form of (hs , hd , p, rt) wherehs andhd
stand for source and destination addresses, respectively;p ∈ P
represents the datagram payload (from somep ∈ P ); and rt
stands for the route fromhs to hd which is used to forward traf-
fic. We introduce functionsSr
, Dst , Rte, andHead to extract
from messagem the source address, destination address, route
followed by the traffic, and the head of the route, respectively.
Their definition is given as follows:

• Sr
 : M → H , defined bySr
(hs , hd , p, 〈r1, ..., rn〉) =hs
• Dst : M → H , defined byDst(hs , hd , p, 〈r1, ..., rn 〉) =hd
• Rte : M → RTE , defined byRte(hs , hd , p, 〈r1, ...,rn〉) = 〈r1, ..., rn〉
• Head : RTE → R, defined byHead(〈r1, ..., rn〉) = r1

V. V ISIBILITY -BASED INVESTIGATION

The visibility framework provided as the first part of our con-
tribution represents a generic formal verification technique that
is independent of any system or resource under investigation.
While the technique is intended to investigate a great set of
security attacks including DDoS and anti-forensic attacks, we
concentrate hereinafter on the case of source address spoofing
attacks.
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A. Source address spoofing attacks

Source address spoofing refers to the process of forging the
source address of a datagram to make appear as it comes from a
higher security entity (e.g., host, network). Even if theseattacks
can be defeated using two way authentication protocol, some
network nodes do not support such protocol as they are unable
to use cryptography. We concentrate our attention in this sec-
tion on formally proving external source address spoofing at-
tacks, meaning that we suppose that an intruder tries to imper-
sonate another machine that does not belong the sub-network
under which it is connected.

Given a hosth, we introduce functionGtw , defined byGtw : H → R to return the network gateway (router), sayr , that is used byh to communicate with external hosts. This
means that there exists an edgeex ∈ E in the graph which
is equal to(h, r). In Figure 2, for instance,Gtw(ha ) =ra andGtw(hd ) = r
 . Moreover, given a messagem =
(hs , hd , p, rt) such that:rt = 〈r1, ..., rn〉, {hs , hd} ⊂ H ,
andp ∈ P , we introduce predicateSpoof (m) defined as fol-
lows: Spoof (m) , Head(Rte(m)) 6= Gtw(Sr
(m))

To capture source address spoofing attacks, we determine
the value of such predicate, which is equal to true ifr1 rep-

resents the gateway that is used byhs to communicate with
hosthd . We say that a messagem is well-formed if and only
if: Spoof (m) = False. Conversely, a messagesm is under
source address spoofing attack ifSpoof (m) = True. Formally,
such an attack consists of modifying a well-formed massagem = (hx , hy , p, rte) by a messagem ′ = (h ′x , hy , p, rte)
such thath ′x 6= hx andHead(rte) 6= Gtw(h ′x ). Obviously, the
forged message is expected to follow the same physical routeas
the original message, that is whyRte(m) is equal toRte(m ′).

B. Characterizing provable evidences

Since intruders can hide their identity using source address
spoofing, conducting a network investigation analysis in order
to trace the anonymous attack flow or reveal the identity of the
intruder is amongst the challenging tasks. In this context,sev-
eral solutions have been developed as an attempt to locate hosts
in a specific network independently of its source address (in-
cluded the datagram that it sends). They are called tracing sys-
tems. However, providing a proof of the correctness of these
solutions has still to be developed. Using the visibility concept,
we build a formal theory for providing proofs in network digital
investigation of source address spoofing attacks.

We denote by sessions a sequence of messages in the form
of: 〈m1, ..., mn〉 representing a conversation between two
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hosts, defined by their addressesSr
(mi) and Dst(mi ) for
somei ∈ [1..m], respectively. A distinctive feature of a sessions is highlighted by the following point: for two consecutive
messages(mi , mi+1) ⊂ s , we have:sr
(mi ) = dst(mi+1)
anddst(mi+1) = dst(mi ).

In addition, for every messagemi+2 ∈ S (mi+2 represent
messages sent by the same source), the headHead(Rte(mi+2))
of the route is the same. However, the route taken by different
messages can be different.

Typically, a network forensic investigator performs data col-
lection and analysis at the network level. The digital evidence
that he is able to access would represent the exchanged traffic
between victim and intruder. Formally, the evidences have the
form of a sessions = 〈m1, ..., mn 〉 where each messagemi is
a valuation of variables(hs , hd , p, rt〉). Unfortunately, from
such evidences, the investigator has only access toobs(s). The
definition ofobs function, which characterizes what is observ-
able to the investigator, will vary from a protocol to another.

Starting from the set of previously defined propositions and
the above described model, we establish that: Given a packet
switching protocolP , four situations can occur when perform-
ing digitalP -investigation, depending on the visibility of pred-
icateSpoof :

• Occurrence of source address spoofing is not provable if
PredicateSpoof is notsimply initial-visible.

• Occurrence of source address spoofing is provable if Pred-
icateSpoof is simply always-visible.

• Both occurrence of source address spoofing and real in-
truder source address are provable for every attack if pred-
icateSpoof is strongly always-visible.

• Both occurrence of source address spoofing and real
source address are provable for both legitimate and ma-
licious traffic if predicateSpoof is absolutely always-
visible.

C. Example: IP Spoofing attacks

We consider in this sub-section the particular case of IP pro-
tocol showing how IP spoofing attacks can mislead investiga-
tion. Such protocol fits acutely with the packet switching pro-
tocol described in section IV. A messagem represents now
an IP packetp
k = (ips , ipd , p, rt) whereips andipd stand
for IP source and destination addresses, respectively,p is the
packet payload that represents data from upper layer protocols
(e.g., TCP, UDP, ICMP, ARP), andrt stands for the set of IP
addresses of routers crossed by the message. Given a statest ,
we define the observation functionobs as follows:obs(st) , ∧l st (ipst ) = st(ips ) ∧ l st (ipd ) = st(ipd )

∧l st (p) = ”a” ∧ l st (rte) = ∅

• Variablesips and ipd are observable and their values is
interpretable. In fact, a network, investigator which an-
alyzes messagem at the network level, is able to inter-
pret IP source and destination address as they occur on the
packet.

• Variablep is observable and its value is non interpretable.
In fact, an investigator is able to see the packet payload,
but since his observation is performed at the network level,

the investigator does not have the appropriate applications
to interpret the payload content (the content may be en-
crypted, compressed, or encoded appropriately). As a re-
sult, the variation of variablep does not bring any supple-
mentary information to the investigator, and therefore all
the values ofp in the different messages are observable
under the same label, saylb.

• Variablerte is not observable. In fact, since an investigator
does not have a complete control under the whole network
routers, it is unable to determine from which router the
packet has flowed.
Vulnerability to IP spoofing:: Starting from Figure 2, we

concentrate particularly on hostsha andhf that are identified
by their IP addressesipa and ipf , respectively.ra represents
the gateway used byha to communicate withhf and whose
IP address is equal toipra . We consider two sessionss1 ands2
taking place betweenha andhf where each one of them is com-
posed of one packet.s1, represents a legitimate session and is
equal tos1 = 〈p
k11〉 = 〈(ipra , iprf , px , 〈ipra , ipr
 , ipre 〉)〉.
It contains one packet sent fromipra to iprf crossing routersra , r
 , thenre , which are identified by their IP addressesipra ,ipr
 , andipre , respectively.s2, holds an IP spoofing attack and
is equal tos2 = 〈p
k21〉 = 〈(ipra , iprf , py , 〈ipr
 , ipre 〉)〉. It
contains one packet that appears to be sent fromipa to ipf . In
reality, the packet is sent byh
 , which impersonatesha ; that is
why it crossed routersr
 thenre (as identified by their IP ad-
dressesipr
 andipre , respectively). Obviously, it can be noticed
that predicateSpoof is false, asipr
 does not represent the gate-
way that is used byipa . Observing the two sessions, an investi-
gator has only access toobs(s1) = obs(s2) = (ipa , ipf , lb, ∅).
The Spoof property is not Initial-Simply visible. The occur-
rence of spoofing attacks in IP protocol cannot be proved.

VI. CASE STUDY

In this section, we consider a method called ASPM technique
as a traceback solution, then we use our visibility-based tech-
nique to formally prove that ASPM enables IP spoofing detec-
tion and identification of real intruder sources.

ASPM stands for Adaptive and Selective Packet Marking. It
was presented in [3] as an IP traceback approach which adapts
its behavior according to the characteristics of the processed
traffic. Besides that, the selectiveness of the technique allows it
instead of marking every traffic unit (i.e., a packet, a datagram
or a cell) to exploits a set of properties for every supportedpro-
tocol, so that: a) only traffic units that matches these properties
are marked; and b) all the remaining elements are identified
without any mark by exploiting their dependence to the marked
elements. The marking is only enabled at the closest interface
to the source of the packet on the edge ingress router, reducing
processing and bandwidth overload. In the case where a traffic
unit arrives to the edge ingress router while being marked (an
intruder who wishes to subvert investigation may have inserted
an erroneous mark). The latter overwrites the mark and inserts
its own one, providing immunity against mark spoofing attacks.
In the case of TCP protocol, the ASPM technique marks only
segments that contain the TCP SYN flag and the mark is in-
serted in the data field which is usually not intended to contain
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any data. We are aware that such modification may generate
alarms at some Intrusion Detection Systems, but it counts for
nothing as an investigator have to handle the TCP SYN seg-
ments separately to extract and read the mark.

A. Modeling TCP protocol with ASPM implementation

TCP protocol guarantees reliable and ordered delivery of
sender to receiver data using the IP protocol. It uses the port
number to distinguish data for multiple, concurrent applications
(e.g. Web server and e-mail server) running on the same host.A
virtual circuit is created between the sender and the receiver and
is identified by a tuple of four information: source and destina-
tion IP addresses, and source and destination TCP ports. Likely
to IP protocol, a TCP segment is composed of a header and
a payload. The header contains source and destination ports,
a sequence number that identifies the position of the first byte
(relative to data) in the segment, an acknowledgment numberof
the first byte (relative to data) that is expected to be sent from
the corresponding TCP entity, and a set of flags that are used to
mainly manage connections.

We model a TCP segment as a tuple in the form of:seg =
(ps , pd , �g , seq , a
k , pt
p) whereps and pd ∈ N stand for
source and destination TCP ports,�g stands for a subset of a set
of TCP flagsFLAGS = {SYN , ACK , FIN , ST}, seq anda
k ∈ N stand for sequence and acknowledgment numbers,
and finallypt
p ∈ PTCP stands for the TCP payload. Tack-
ing back the IP model, a packet will now look in the form of:p
k = (iphs , iphd , (ps , pd , �g , seq , a
k , pt
p), rte) where
the IP payload fieldp is replaced by the TCP segmentseg .

Roughly speaking, a TCP session is a composed from three
parts: The three-way TCP handshake, the data transmission
phase, and the connection closing phase. For the sake of read-
ability, we only consider the most interesting phase of a TCP
session: the three-way TCP handshake. First, from the security
point of view, such mechanism was considered as one of the
famous factors that contributed to the proliferation of DDoS
attacks. Second, the ASPM technique that we are taking inter-
est is based on the exploitation of the first segment in the TCP
handshake. A TCP session between hosths andhd (identified
by their IP addressesiphs and iphd , respectively) will look ass = 〈p
k1, p
k2, p
k3〉 where each packet is described as fol-
lows:

• p
k1 = (iphs , iphd , (ps , pd , {SYN }, ISNs , 0,Head(rte)), rte): The client initiates the connection with
the server by sending a TCP segment with a SYN flag set, a
sequence number equal toISNs , and an acknowledgment
number equal to0. As we are using the ASPM marking
scheme, the TCP payload, which usually does not contain
any data in the case where SYN flag is set, will encom-
pass the IP address of the first router crossed by the packet.
Such IP address is equal toHead(rte).

• p
k1 = (iphd , iphs , (pd , ps , {SYN , ACK}, ISNd ,ISNs + 1, ∅), rte): The server replies with a TCP seg-
ment containing its initial sequence numberISNd , while
setting the acknowledgment number equal toISNs + 1.
Both flagsSYN andACK are set in the segment. As for
the TCP payload, it does not contain any data.

• p
k3 = (iphs , iphd , (ps , pd , {ACK}, ISNs +1, ISNd +1,
∅), rte): The client responds by a TCP segment containing
theACK flag, a sequence number equal toISNs + 1 and
an acknowledge number equal toISNd + 1. As for the
TCP payload, it does not contain any data.

Note that all the constraints that are imposed for the IP model
still hold (e.g.,sr
(p
k1) = dst(p
k2)).
B. Investigation on IP spoofing attacks using ASPM technique

Given a TCP segment in the form of
(iphs , iphd , (ps , pd , �g , seq , a
k , pt
p), rte), we define
functionFlags andPay to extract from an IP packetp
k the
set of flags and the payload of a TCP segment, respectively. Let
ψ be a state predicate that is equal to true if the IP packet holds
the first TCP segment in the handshake. Its definition is given
by ψ(p
k) , Flags(p
k) = {SYN }. We define functionobs
in a dynamic form depending on predicateψ, to characterize
what is visible within an IP packet for a network investigator,
as follows:obs(p
k , ψ) , ∧lp
k (iphs ) = p
k(iphs )

∧lp
k (iphd ) = p
k(iphd ) ∧ lp
k(rte) = ∅
∧lp
k (ps) = p
k(ps ) ∧ lp
k(pd ) = p
k(pd )
∧lp
k (�g) = p
k(�g) ∧ lp
k(seq) = p
k(seq)
∧lp
k (a
k) = p
k(a
k) ∧ lp
k(pt
p) = Head(rte)
∧lp
k (pt
p) = pt
pobs(p
k , ¬ψ) , ∧lp
k (iphs ) = p
k(iphs )
∧lp
k (iphd ) = p
k(iphd ) ∧ lp
k(rte) = ∅
∧lp
k (ps) = p
k(ps ) ∧ lp
k(pd ) = p
k(pd )
∧lp
k (�g) = p
k(�g) ∧ lp
k(seq) = p
k(seq)
∧lp
k (a
k) = p
k(a
k)
∧lp
k (pt
p) = p
k(Head(rte)) ∧ lp
k(pt
p) = p
k(lb)

Fields iphs , iphd , ps , pd , �g , seq , a
k are observables and
their values is interpretable. Therte field is invisible due to the
same reason discussed with the IP protocol. As for the packet
payloadpt
p , it is observed differently from a segment to an-
other. In fact, if the SYN flag is activated (i.e.,ψ is true), the
payload will contain the IP address of the first router crossed
by the IP traffic, and hence its value is observable and inter-
pretable. In the opposite case (i.e.,ψ is false), the payload may
or not contain data, that is why it is observable but not inter-
pretable by the investigator. Its value is equal to a fictive label,
saylb for every payload.

Proving IP spoofing attacks occurrence::Let us consider
the example provided in Section V-C and let us take again the
legitimate and malicious sessions between hostha and hosthf .
Applying the ASPM technique, the legitimate session will be
under forms1 = 〈p
k11, p
k12, p
k13〉, where:

• p
k11 = (ipha , iphf , (ps , pd , {SYN }, ISNs ,
0, ipra ), 〈ipra , ipr
 , ipre 〉)

• p
k12 = (iphf , ipha , (pd , ps , {SYN ,ACK},ISNd , 0, ∅), 〈ipra , ipr
 , ipre 〉)
• p
k13 = (ipha , iphf , (ps , pd , {ACK}, ISNs , 0,

∅), 〈ipra , ipr
 , ipre 〉)
If this legitimate session would have been established mali-
ciously to hold an IP spoofing attack, we would have ob-
tained a sessions2 in the form ofs2 = 〈p
k21, p
k22, p
k23〉
whereSpoof (p
k21) is true ∀ p
k2i ∈ s2 andPay(p
k21) 6=
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Pay(p
k11) ∀p
k21 ∈ s2. As Pay(p
k21) is visible and inter-
pretable,obs(s1) will be different fromobs(s2) for every ma-
licious sessions2. Consider, for instance, the case of an IP
spoofing attack, which was initiated byh
 to impersonateha .
We have:

• p
k21 = (ipha , iphf , (ps , pd , {SYN }, ISNs , 0,ipr
 ), 〈ipr
 , ipre 〉)
• p
k22 = (iphf , ipha , (pd , ps , {SYN ,ACK},ISNd , 0, ∅), 〈ipr
 , ipre 〉)
• p
k23 = (ipha , iphf , (ps , pd , {ACK}, ISNs , 0,

∅), 〈ipr
 , ipre 〉)
Obviously, it can be noticed that the payload of the first
packet containsipr
 , which does not represent the gateway
used byipha . obs(s1) is different from obs(s2) as from a
sessions1, an investigator has only access toobs(s1) equal
to: obs(s1) = 〈(ipha , iphf , (ps , pd , {SYN }, ISNs , 0, ipra ), ∅),
(iphf , ipha , (pd , ps , {SYN ,ACK}, ISNd, 0, ∅), ∅),
(ipha , iphf , (ps , pd , {ACK}, ISNs , 0, ∅), ∅)〉, while sessions2,
is observed asobs(s2) =
〈(ipha , iphf , (ps , pd , {SYN }, ISNs, 0, ipr
 ), ∅),
(iphf , ipha , (pd , ps , {SYN ,ACK}, ISNd, 0, ∅), ∅),
(ipha , iphf , (ps , pd , {ACK}, ISNs , 0, ∅), ∅)〉. As a conse-
quence, predicateSpoof is simply always-visibleand the
occurrence of source address spoofing is thus provable.

Proving source of IP spoofing attacks::Unfortunately, the
use of TCP protocol does not inhibit IP spoofing attacks, but
rather it complicates its success. LetI be an intruder,V be a
victim, andF be an entity that the victim believes it communi-
cates with, the attack is performed as follows1: a) I initiates a
connection withV by sending a SYN TCP segment using theF ’s IP address; b)V replies by sending SYN|ACK TCP seg-
ment toF . However such segment will not reachI , which is
not located in the same network withF , andI will not be able
to pick upV ’s sequence number; c) Assuming thatF is down
(e.g., flooded in a previous attack, or simply turned off) so it
does not mess up the attack, the intruder predicts the correct
sequence number (exploiting some Operating Systems-based
TCP implementation vulnerabilities), sends a correct TCP ACK
segment and starts interacting with the victim.

To prove the source of a received packetp
kn that is part
of a TCP session (n > 2), we consider the predicate propertySr
Proof (p
kn ) , Head(Rte(p
kn )) = Pay(p
k1) which is
defined to be true if the source of the packet, particularly its
gateway, is identified. By identifying the source we mean that
the source is proved to be beyond the router whose address ap-
pears in the payload of the first packetp
k1in the same session.

To show that source of the IP spoofing attack can be proved
for any TCP segment using the ASPM technique, it suffices to
demonstrate that predicateSr
Proof is initially always-visible.
According to our description of TCP protocol (with ASPM im-
plementation) and the investigator observation function defined
in the beginning of this sub-section, it can be easily noticed that
such property is always true. This makesSr
Proof property
simply always-visible. The identification of source of IP spoof-
ing attacks is thus proved.

1IP-Spoofing Demystified http://bau2.uibk.ac.at/matic/
ipspoof.htm

VII. CONCLUSION

We took interest in this paper to formal digital forensic in-
vestigation of network-based attacks, particularly the source
address spoofing. We proposed to this need a new visibility-
based theory for proving proof of attack occurrence and source
identification. Three different visibility properties were pro-
vided and their use is demonstrated through different proposi-
tions. To exemplify the proposal, we considered the particular
case of IP spoofing attacks while using the ASPM as a mark-
ing technique. Further works, will consider enhancing visibil-
ity concept to prove anti-forensic attacks, as well as enhancing
the packet switching model to consider traceback of intruder’s
source in adhoc networks.
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