C N & S CNAS REPORT Printed October 2007

CNAS-2007-001 Supersedes XXXX-XXXX-XXX
Public Dated XXXX-XXXX-XXX

Opacity: A Theoretical Technique for
Digital Investigation

Slim Rekhis
Noureddine Boudriga

Prepared by
CN&S Research Lab.

The Communication Network and Security (CN&S) research Laboratory,
(Created in 1999, 02/UR/11-08) is located at the Communication School of Engineering
(University of 7th of November at Carthage, Tunisia).

Approved for public release.



Copyright © 2006 by the Communication Networks and Security Research Lab. All
rights reserved.

NOTICE: No part of this publication may be reproduced, stored in a retrieval system,
or transmitted without written authorization from the CN&S research lab.

Available from

CN&S research lab.

Engineering school of communications.
Techno-parc El Ghazala, Route de Raoued.
Ariana, 2083, Tunisia.

Telephone: (+216) 71857000
Facsimile:  (+216) 71856829
E-Mail: cnas@cnas.org

Approved for public release

Professor Noureddine Boudriga
Head of CN&S research lab.







over S, is opaque, if whenever it is true at a state
s of an execution w, a third party cannot establish
it solely based on its observation obs(w) and the de-
ductions that he can make. Four variants of opacity
were proposed by the literature [5]: Initial-opacity,
final-opacity, always-opacity, and total-opacity. The
two first variants, for instance, can be specified in S-
TLA as follows. Note that, later in this paper, we
will add a new class and a new property of opacity
called Obs-Free-Opacity and I-Obs-Free-Opacity, re-
spectively.

A property ¢ is initial-opague if for every execution
w = (80,51,...,8,) such that: ¥z € o™ : g = o,
then there exists an execution w’ = (s, 51, ..., s;,) such
that Vy € A y ¥ o and obs(w’) = obs(d).

A property ¢ is final-opaque if for every execution
w = (80, 81, ..., 8 ) such that: Yz € &f" : 7 |= ¢, then
there exists an execution w’ = (sf, s1, ..., 5,,) such that

Yy € o™ y ¥ ¢ and obs(w’) = obs(&).

3. Opacity-based investigation

Our aim in this section is to put forward an opacity-
based formal digital forensic investigation technique.

3.1. Attack system description

Given an S-TLA attack system specification ©, de-
scribed as follows:
o Ot gpecifies the set of possible initial system
states, representing a secure and safe system.
o A: represents in other words library of actions. It
specifies the allowed system transitions in the form of
a disjunction of a set of S-TLA™ actions. Every action
represents an elementary hacking scenario fragment
which can be basically described in advance without
a priori knowledge about the whole hacking scenario
that may lead to the incident.
Formally speaking, every attack scenario fragment is
composed of: a) a pre-condition in the form of a pred-
icate that must be satisfied to let the action stand
as candidate; b) a hypotheses that underlines the
scenario-fragment occurrence; and c) an event in the
form of a relation between the values of variables in
the old and new state respectively. We demonstrated
in [10] how this can contribute to the creation of a li-
brary of scenario fragments, progressively, and allow
security experts to interfere effectively.

3.2. Evidences

After the occurrence of security incident, an inves-
tigator starts collecting the set of left evidence on the
system. We classify the latter in three forms: history-
based, actions-based, and predicate-based evidences.
We suppose within this work that all these evidences
are trusted.

History-based evidences and role of observa-
tion functions: An attack scenario can be moni-
tored by an investigator through the analysis of the
available history-based evidences (e.g., log files, traffic
capture). The latter represent a sequence of states of
some system components (e.g., memory, keystrokes),
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where subsequence of the same value are collapsed
into a single state. Formally, every history-based ev-
idence may provide a distinct observation of the con-
ducted attack scenario (not all the variables are ob-
servable by the investigator, nor are they all inter-
pretable). For example, a system log file can only
make clear the set of steps that relate to adminis-
trative activities (e.g., accounts modification), while
leaving the remaining performed actions (e.g., file cre-
ation) unobserved. Moreover, IDS alerts file can only
give an idea on the set of remotely executed com-
mands. It does not show how the system behaved
with the attack (i.e., does all the executed command
succeeded), nor does it provide information on en-
crypted attacks (e.g., remote command execution via
encrypted backdoors). In short, every investigator i
has only access to 0bs;(w), which is defined by the ev-
idence it collected. Using the example of Subsection
2.2, we suppose that investigator ¢ has collected an
evidence X with which he can monitor and interpret
variable z, and investigator j has collected an evi-
dence Y with which ha can monitor variable y with-
out being able to interpret it. In this case we have
gbsi(x) - S(il?), gbsi(y) - ®7 gbsi('z) - ®7 lgbsj (ZL’) - ®7
lobs,(y) = @, and I, (z) = 0. The observation
of investigators i and j will be equal to obs;(w) =
(1000, 3200, ...) and obs;(w) = (D00, B0, 2, ...}, re-

spectively.

Action-based evidences: These evidences repre-
sent actions taken on the system which are gener-
ally provided in the form of alerts file (e.g., authen-
tication failure, buffer overflow). As we are not sure
that these actions are represented in the same form as
in our library of actions (c.f., Section 3.1) we trans-
late them into a library of constraints (denoted by
C = {U¢;}) in the form of predicates which should
be true through all the system behavior. These con-
straints can take different forms including:

o “At the same lime” constraint: A variable z gets
value v, at the time variable y gets value v,. For
instance, a buffer overflow attack on SSH can be tra-
duced by a stopping of SSH service while, at the same
time, the user privilege rises from 1 to 2. Given two
system variables port23 and prv that represent the
service running on port 23 and the privilege granted
to user, respectively. The constraint can be written
as follows:

cilw = {80, 8,)) = Fi € [0..n — 1] : s(port23 =
"SSH”) A sip1(port23 = Pnull”) = s;(prv) = 1 A
si+1(prv) = 2.

o “Whenever”: While variable z has value v,, vari-
able y is constrained to have value v,. For instance,
a user login action can be translated into the con-
straint stating that: while the user is not logged in
(it has a privilege equal to 0), the provided shell is
equal to null. Note that, after the user logs in, it
is not necessary that the shell changes from null to
“/bin/sh”. Given two system variables shell and prv
that represent the shell provided for user and its priv-
ilege, respectively. The constraint can be given by:
calw = (80,..,8,)) = Fi € [0.n] : s(prv) = 0 =



s;(shell) = null.

o “Before” or “After”. Before variable X gets value
Ve, variable Y have got value V,. For instance, an
authentication failure action can be translated to the
constraint stating that before the user privilege be-
comes different from 0, the delivered password has
taken an incorrect value. Given two system variables
prv and auth which represent the granted user privi-
lege and the status of the last authentication, respec-
tively. The constraint can be written as:

ca(w = (80,..,8,)) = Fi € [l.n] : s(prv) # 0 =
s;—1(auth) =7 failure”.

Predicate-based evidence: Realizing that a secu-
rity incident has occurred is typically a preliminary
discovery of evidence in terms of undesirable states.
For instance, an altered file is a violation of the in-
tegrity property. Formally, this noticed evidence can
be specified as a predicate state which should be False
whenever the system is in a safe state. The predi-
cate state starts equal to False from the initial system
state (the system is sale). As the attack scenario pro-
gresses, the predicate is transformed to True in any
state from which the system becomes compromised.
Once it is transformed to True, it cannot switch again
to False.

3.3. Expected potential hacking scenar-
ios

This section aims at expressing the potential con-
ducted hacking scenarios given: a) the library of at-
tack scenarios fragments A; b) the set of possible ini-
tial system states ©™%; ¢) the set of n observation
functions obs; (¢ € [1..n]) available for n investiga-
tors; d) the set of collected history-based evidences
in the form of observations results OBS; (i € [1..n]);
e) the set of collected action-based evidences in the
form of a library of constraints C = U{¢;}; and
) the predicate evidence in the form of a predi-
cate denoted by Pr. The expected potential hack-
ing scenarios are in the form of Q = U{w} such that:
w=0({s0}) = (50, 515 .- Sm ), Where

o 55 € Ot and s, denotes the final system state
reached by the attack.

« For every pair of states (s;, $;+1), 4, which is a dis-
junction of the set of available attack scenario frag-
ments, is true. Thus, no inconsistency due to the
accumulation of hypotheses could occur [10].

o Vi €[l.n] : obs;(w) = OBS; : Given an observa-
tion function obs;(), 0bs;(w) should be equal to the
collected history-based evidence OBS;.

o Ve¢; € C: ¢;(w) = True. All the predicates in the
library of collected action-based evidences should be
True for the potential attack scenarios.

e 35 € [1..m—1] such that: Pr(s;) = FalseVi € [0..5]
and Pr(s;) = TrueVi € [j +1..m]. The predicate ev-
idence Pr starts equal to False with s, as the system
is safe at that moment. It can be transformed to True
later as the system becomes compromised.
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3.4. Obs-free opacity

The concept of opacity, as it is formally described
until now, does not fit acutely the context of dig-
ital forensic investigation. In fact, it solely involves
one observation function by which an investigator can
monitor a given execution. We provide hereinafter a
new class of opacity properties, referred to as obs-
free opacity, suitable for the context of formal digital
forensic investigation. Given a S-TLA specification
Spec, a set S of all reachable system states, and a set
of m observations functions U {obs;} where each
one of them allows an observer to see limited infor-
mation about the system execution.

A predicate-based evidence as a property ¢, de-
fined over S, is obs-free opaque, if for every available
observation function obs;: if ¢ is true at some spe-
cific state(s) of an execution w, a third party cannot
establish it solely based on the joining of his obser-
vations obs;(w) and the set of deductions that he can
make. Four variants of obs-free opacity: Initial Obs-
free opacity, Final Obs-free opacity, Always Obs-free
opacity, and Total Obs-free opacity, which represent
an extension of the four opacity properties previously
presented, can be stated. All these properties can be
expressed using S-TLA. For example, the first opacity
is written as:

o A property ¢ is Initial Obs-free opaque if for ev-
ery execution w = (sp, s1, ..., $,) and every observa-
tion function obs; such that: Va € O™ : g = ¢,
then there exists an execution o’ = {(s§,s],...,s,)
such that Vy € ot y ¥ ¢ and obs;(w)
obs; (&) Vi € [1..m].

3.5.I-obs-free opacity

Having a partial knowledge about a conducted at-
tack scenario w in the form of different observations
obs;(w) = OBS;, an investigator would like to estab-
lish a new predicate-based evidence (in the form of
a property ¢) that it cannot deduce in a straight-
forward manner due to many reasons. For instance,
tools that allow valuation of such property may not be
available. Moreover, available system commands may
become untrusted after the system was compromised.
The predicate-based evidence, which helps the inves-
tigator proving the malice of the intruder, can have
different meanings including a supplementary forensic
evidence (e.g., hidden files), an information about the
intruder identity (e.g., source address), and a damage
that happened on the system (e.g, a password theft).

We introduce thus a new class of opacity proper-
ties, called I-Obs-free Opacity stated as follows: A
property ¢ is I-Obs-free opaque if for every obser-
vation function obs; (i € [1..m]) and for every ex-
ecution w = {(s0,81,..., $) for which there exists
j € [0..n] such that V& € {sg,...,8—1}: = ¥ ¢ and
V& € {sj,...sn}1 « |= ¢, then there exists an execu-
tion w’ = (s}, 81, ..., 55, such that Vy € «’: y ¥ ¢ and
obs; (@) = 0bs;(&) Vi € [1..m].



4. A Temporal logic-based language for
opacity specification

After having defined the logic-foundation of opacity
in S-TLA, we propose in the following to enhance S-
TLA'[10], which is of course the formal specification
language for describing systems in S-TLA, in order
to let it provide specification of opacity properties.
We focus only on the new introduced statements as
outlined hereinafter:

1 Module-Level constructs: Two constructs are con-
sidered, OBSERVATIONS  0bsy, ..., obs,and NOVAL
novaly, ..., novaly. They add to the current module
the declaration of observation functions and fictive
values, respectively.

2 Observations description: Every observation obs,
is defined as a conjunction of a set of expressions ¢;
in the number of non-constrained variables. Every ¢;
defines how a non-constrained variable v; in the spec-
ification, is observed under observation obs,. Every
e; can have one of the following forms:

o I*(v) = s(v): [v is visible and interpretable under
observation obs;. Its label is equal to the variable
value in that state s.]

o l{v) = novaly: [v is visible but not interpretable
under observation obs,. Its label is equal to fictive
value novaly through all system behavior.|

o I(v) = 0: [v is invisible under observation 0bs,. Its
label is set to the empty value (.|

3 Opacity properties description: The following
statements are used to describe opacity properties
in the form of predicates: ObsFreeOpaque_Init(P),

ObsFreeOpaque_Final(P), ObsFreeOpaque_Always(P),

ObsFreeOpaque_Total(P), and I_ObsFreeOpaque(P),
which mean that property P is Initial Obs-Free-
Opaque, Final Obs-Free-Opaque, Always Obs-Free-
Opaque, Total Obs-Free-Opaque], and I-Obs-Free-
Opaque, respectively.

The following result characterize properties which
are can be demonstrated through opacity-based
forensic investigation.

Proposition 1: Any predicate-based evidence ¢
which s I-Obs-free opaque cannot be proved.

Proof. Let w = (s, 51, ..., $p)be an execution such
that s, satisfies ¢. The proof proceeds recursively
from s,, back to soby constructing maximum segments
in the same observation, discussing the satisfiability
of and using the definition of I-Obs-free opacity on
these segments.

We now provide a Model Checker, denoted by S-TLC,
for opacity-based investigation. For the sake of space,
we only concentrate on the changes we are introduc-
ing to the previous S-TLC. The reader is referred to
[10] for a complete understanding of the algorithm.
Given a reached system state ¢, we represent the set of
executions in graph G that start from the initial sys-
tem state and lead to state ¢ by: (G, — ). Moreover,
we represent the fragment in execution g a path in G
that starts from the initial system state and leads to
state z by (G, g, ¢ —). Given a reached state s, the
algorithm generates the set of next states T' = U{{;}
such that: a) A, a disjunction of all attack scenar-
ios fragments, is true for the pair of states (s, t); b)
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¢ satisfies the specification constraints Constraint; c)
any reached system execution starting from the ini-
tial system state to state ¢, that we denote by ¢ such
that g € (G, t; —) is observed under the i** investi-
gator observation function obs; as the evidence OBS;
that it collected; d) the set of execution predicates C
that represent action-based evidences is True for ev-
ery execution ¢ € (G, t; —); and e) if the predicate

evidence Pr is False then it should not have been
changed from the initial system state to state ¢;.

it is True, then it should have been started false, and
then changed forever to True at a state y in the exe-
cution g.
Ais True for (s, t;) At E Constraint
vj € (1.n), g € (G, t; —): obs;(g) = OBS;
Ve, € C, g € (Gt —): cp(g9) = True
Vg € (G, t; =) : IF Pr(t;) = False THEN

Yz € g: Pr(z) =

ELSE3dy € g suchthat :

vz € (G,g,y <) : Pr(z) = False

Ve € (G, g,t; —=)\(G, g,y —): Pr(z) = True

The same approach holds for the generation of at-
tack scenarios in backward chaining. After the gener-
ation of graph G that represents the set of potential
hacking scenarios, the algorithm verifies the opacity
of the set of additional predicate-based evidences by
testing their opacity properties. I-Obs-free, for in-
stance, opacity can be checked by verifying whether
the following formula is true.

Hw,w'y C G such that: Vie [l.n]
obs;(w) = obs(w') and Ty € wsuch that

vz € (G, w, y —): Pr(z) = False

vz € w\(G, w, y —): Pr(z) = True

o)

T — {t;|

5. Case study

We consider a denial of service attack on a Web
server, which we formally model using four variables

pr (the granted privilege), srv80 (the service running
on port 80), weblog (the HTTP server log file), and
sru81 (the service running on port 81). A multiple
investigation on the system revealed the following re-
sults: The first investigator has collected an evidence
from a service monitoring application with which he is
able to monitor and interpret variable srv80. In fact,
the service monitoring application is supposed to con-
stantly send a request toward the HTTP server and
generate an alert whenever the latter do not correctly
provide its service. Formally, the first investigator’s
observation is defined as follows:

obsi() 2 Al(pr) = 0 Al(srv80) = sru80

ANl(weblog) = O A l(sTv81) =0

Its collected history-based evidence is equal to
OBS; = (0" hitp” 00, " noservice” Pd). The second in-
vestigator has performed a file system investigation

on the server and has noticed that an attack was
conducted so that the log file entry in the meta-data

point to an empty block, instead of the right block
that contains the real file content. Having success-
fully recovered the correct content, the investigator is
able to monitor and interpret variable weblog. For-
mally, its observation function is

obs2() = Al(pr) = 0 Al(srv80) =
Al(weblog) = weblog A I(sTv81) = 0

while its collected history-based evidence is equal to
O-B‘S'2 — <®®77_77®7 @@77 get/‘?77 @7 @@77 mfurlﬁ@? @@77_77 ®>‘
Note that “_” represents an empty content, while
mfurl represents a malformed URL that according



to vulnerability repositories induces the server to a
denial of service. The third investigator has access
to a network IDS alert log from which he noticed an
event-based evidence as a bufler overflow attempt.
Formally, such evidence is transformed to a constraint
in the form of “at the same time”. In fact, a buffer
overflow vulnerability can provide a privileged shell
while denying the related application. Such action-
based evidence is written under the form:

ci(w = (s0,..,8,)) = Fi € [0.n — 1] : s;(weblog #
"mfurl”) A s;11(srv80 = Thitp”) = s;(weblog) =
"mfurl” A s;11(srv80) = ”noservice”.

Finally, as the security administrator has detected
the security incident by noticing that the Web server

has stopped providing the HT'TP service, a predicate-
based evidence can be provided for investigation.

The latter is formally defined as Pr; £ srv[80] =
"noservice”. The initial system state described as
follows states that no privilege is provided to users,
a HTTP service is running on port 80, the log file is
empty, and there is no service provided on port 81.

Init 2  Apr=0Asrv80 = hitp”

Aweblog = 7" A srv81 = " noservice”

The content of the library of attack scenario frag-
ments is not described here, for the sake of space.
Now, one of the investigators would like to for-
mally prove that an intruder has installed a backdoor
shell on port 81. Traducing such property into the
predicate-based evidence Pry £ srv81 = " /bin/sh”,
the problem is transformed into proving whether
this additional predicate-based evidence is I-Obs-free
opaque.

After running S-TLC, we obtain the two following
attack scenarios described by Figure 1 and summa-
rized as follows: A user connects to a HTTP server
with a simple user privilege submitting a reconnais-
sance URL “get/?” to determine the Web server ver-
sion. After that, it exploits a buffer overflow vulnera-
bility relative to that version by sending a malformed
URL that induces the server to a denial of service
state while providing a privileged shell to the user.
Immediately after that, the intruder attacks the file
system to hide the real content of the HTTP log file,
letting its entry in the meta-data point to an empty
block. Thus, the intruder either installs a shell on
port 81 and logs out, or immediately logs out.

It can be easily seen that these attacks satisfies the
collected history-based, action-based, and predicate-
based (Pri) evidences. As for Pro, it is I-Obs-Free
opaque. In fact, in the first attack scenario, it starts
equal to False then it changes to True, while in the
second attack scenario it is equal to False in all the
states.

6. Conclusion

We provide an opacity-based formal investigation
theory based on the use of opacity to establish foren-
sic properties and prove conducted attack scenarios.
Our work is specified in Temporal Logic of Security
Actions. Our work adds a new class and a new prop-
erty of opacity and integrates multiple observation to
characterize non provable evidences.
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Figure 1. Generated attack scenarios
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