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ABSTRACT

Existing risk analysis techniques are often hard to handle
in real world contexts without the use of appropriate soft-
ware because of their computational complexity. This makes
managers and security analysts use simplified methods to
evaluate security investments. However, these methods have
been shown to be inefficient in most cases. Therefore, an au-
tomated tool for risk management would be of great inter-
est, provided that it allows reasoning on attacks and helps
building security decisions. This paper provides an algebraic
specification of network security risk management activities.
It constitutes a helpful mean to reason about automating
the risk assessment process without taking into considera-
tion implementations issues.

Keywords
KEYWORDS. Risk management, formal specifications, alge-
braic modeling.

1. INTRODUCTION

Many enterprises have been involved in building the digi-
tal world during the last few years. This is mainly due to
the fast progress in communications and computer science
fields. Information systems have became a crucial concern
in modern production systems. However, these systems are
highly vulnerable to malicious attacks and abuses because
of the intrinsic properties of the communication infrastruc-
ture and protocols (poor authentication, no secrecy, etc.).
Statistics show that attacks are getting more sophisticated
and more harmful. For instance, the financial loss caused by
the attacks performed against the enterprises that partici-
pated to the annual CSI/FBI Computer Crime and Security
Survey [1] had reached $201,797,340 in 2002. An intriguing
note about this study is that it revealed that most of the at-
tacked sites were protected by several security mechanisms.
Therefore, managers have to be aware that not all of the
security products available in the market can be efficient in
the proper contexts of their organizations. Thus, a rational

and coherent reasoning has to be provided in order to make
the appropriate security decisions under security risks.

Recently, many attempts to develop quantitative methods to
handle and mitigate computer security risks were performed.
Furthermore, the interest of governmental entities in this is-
sue appeared through the publication of several guides that
are intended to help organizations in limiting the impact of
potential attacks [2, 3, 4, 5]. In spite of this consistent effort,
risk management is still not applied in many organizations.
In our sense, this is caused by the complexity of risk miti-
gation approaches, especially in large enterprises where the
application of the aforementioned methods without use of
automated tools is quasi unfeasible.

This paper addresses the problem of automating the risk
management process. Starting from the notion of risk man-
agement specifications, it is shown that algebraic specifica-
tions can be helpful in our context. This technique, which
has been widely applied in software engineering [6, 7|, al-
lows the definitions of the operations that have to be done
to select the convenient security decisions without a com-
plete description of how these operations are performed. It
merely dictates the required properties of the risk-based de-
cision process. Moreover, as an extension to this reasoning,
we demonstrate that concrete risk management projects can
be represented by algebras belonging to a specific class. This
modeling constitutes a useful mean for proving the correct-
ness of the proposed risk management method (with respect
to the specified requirements) by checking its formal descrip-
tion against inconsistencies.

The algebraic approach we are developing in this paper dif-
fers from the traditional algebraic specifications in different
manners. Not only it allows reasoning and proving prop-
erties about scenarios of attacks, but also it provides the
following main features:

— It defines a uniform environment for the description of
assets, vulnerabilities, attacks, and security decisions,
and makes it feasible to check for proofs using inter-
related order relations.

— It defines a natural algebra of attacks where security
decisions appears to work as virtual inverses, which
can be constructed gradually and efficiently.

The remaining of this paper is organized as follows. The



next section presents risk management fundamentals. Sec-
tion 3 introduces an algebraic specification of the risk man-
agement process. Section 4 proposes an algebra representing
a risk management method that is proved to be correct with
respect to the defined specification. Section 5 gives the con-
clusion and perspectives of the paper.

2. RISK MANAGEMENT

Risk management approaches fall into two categories: qual-
itative risk management [8] and quantitative risk manage-
ment. The former consists in prioritizing the various risk
elements in subjective terms. The latter is based on quan-
tifying the magnitude of risk created by the exposure of the
target system to negative events. Techniques belonging to
the first class are more used than the others as they are more
easy to implement. Nonetheless, they are by far less efficient
because they are essentially based on the expertise of the
analysis team. The rest of the discussion therefore concerns
quantitative methods. In the following, we outline the main
principles of these methods and discuss briefly several exist-
ing approaches. Finally, we present a scenario-based view
of quantitative risk management showing the interest of our
approach.

2.1 Basic steps

In this subsection, the key concepts of risk management are
presented. The reader should be familiar with several basic
terms such as asset, vulnerability, threat and risk. For an
extensive presentation of these notions, a good and complete
risk management taxonomy can be found in [9].

Abstracting away from the implementation approach, most
of security risks management processes are five-fold:

— Assess the various assets of the organization,
— Identify the weaknesses of the system,

— Assess the potential attacks that threaten the analyzed
system,

— Assess the security risks,

— Select the appropriate security decisions.

Asset assessment aims at gathering detailed information about

the various assets. Indeed, it often consists in establishing
an inventory containing all the resources including different
attributes such as criticality or value.

The purpose of the second step (vulnerability identification)
is to detect the weaknesses of the described assets. This can
be performed through the use of various detection mecha-
nisms that depend on the nature of the vulnerability. For
instance, application-level breaches can be detected through
the use of automated scanning tools (e.g., Nessus, Nmap,
etc.), while questionnaires are the most efficient mean to
identify human vulnerabilities. In addition, expert opin-
ions combining techniques are often useful when trying to
find procedural weaknesses in the security documents (e.g.,
strategy, policy, practices,etc.).

Threat assessment consists in identifying (on the basis of
the detected vulnerabilities) harmful events that may cause
damage to the target system. Quantitative measures ( such
as probability, frequency, and severity) are allocated to each
identified threat. These values are often hard to determine
as they vary according to many factors such as geographical
position, political stance, or activity sector.

The objective of risk assessment is to prioritize the risks
with respect to a set of quantitative parameters. In most
cases, these parameters include an estimation of the impact
of the risk relatively to the target asset, an estimation of the
probability of the corresponding threat and an estimation of
the likelihood of the related vulnerabilities.

Finally, to select the optimal countermeasures, a set of can-
didate risk mitigation techniques is proposed. Then, with
regard to several criteria, a subset representing the actions
that would be effectively taken to protect the system is cho-
sen. The basic attributes of an alternative countermeasure
might include the efficiency of the protection technique, its
cost and its feasibility.

2.2 Common approaches

This discussion focuses on two methods: OCTAVE and GAO
[10, 11]. Both of them are hybrid in the sense that they in-
clude qualitative and quantitative issues.

OCTAVE is a three phase approach that was developed by
the Software Engineering Institute (SEI) and Carnegie Mel-
lon University (CMU). It addresses both organizational and
technical issues. According to this method, a security risk
is defined by four elements: asset, threat, vulnerability and
impact. The evaluation process is performed on a per-asset
basis. It relies on qualitative criteria to evaluate risks. One
of the key features of OCTAVE is the use of threat profiles
which are tree structures based on inductive logic used to
represent a range of threats against a specific asset.

GAO/AIMD method, that was developed by the US General
Accounting Office (GAO), relies on five principles:

— Assess risk and determine needs,

Establish a central management focal point,

— Implement appropriate policies and related controls,

Promote awareness,

Monitor and evaluate policy and control effectiveness.

Prioritizing risks is based on a risk assessment matrix that
represents risk level according to the severity and the prob-
ability of occurrence of harmful events. These two factors
are scaled in a qualitative way. The main difference between
the two methods cited above is the monitoring step that is
included in GAO method. This monitoring activity con-
fers to this approach the possibility to perform a continuous
evaluation of the security state of the system.



2.3 Scenario-based security evaluation
Scenario-based risk management relies on the attack sce-
nario concept. An attack scenario is a chain where the last
link is called the main attack, the first link is an elemen-
tary attack while the other links are intermediate attacks.
The success of each attack in this chain allows the attacker
to perform the attack represented by the next link in the
chain. This approach expresses accurately the occurrence of
real attacks where a malicious user performs a set of suc-
cessive attacks in order to achieve his major goal: the main
attack.

Rather than considering attacks as independent events, the
risk analyst should establish a causal relation between the
basic attacks. It is noteworthy that the introduction of this
notion does not induce a big complexity to the risk manage-
ment process as the quantification of attack scenarios can
be easily performed by the use of the basic attacks weights.

An important work has been done to model efficiently at-
tack scenarios. Most of the proposed approaches rely on
hierarchical data structures (trees) where roots constitute
the most important attacks. Event-trees, that are widely
used in other fields such as software engineering, have been
adapted and included in the OCTAVE method as threat pro-
files. More recently, B. Schneier [12] introduced the concept
of attack trees, which are particularly efficient to model the
attacker behavior. Since, they have been revisited by some
researchers (see for example [13]) and they are continuing to
give rise to an important interest of the security community.

Previous sections have argued that there exists many ap-
proaches and tools to perform computer security risk man-
agement. The development and the evaluation of these
methods is often based on qualitative reasoning. Such sub-
jective assessment can not be used to check the correctness
of a decision making technique or to detect its paradoxes
and inconsistencies. To overcome this lack, formal specifi-
cations and proofs can be used as they have a number of
benefits. First, they allow the definition of the elementary
variables and functions of a risk management model without
considering complex implementation issues. In addition, a
set of requirements used to state about the correctness of
an implementation of the formal specification can be intro-
duced by using logical axioms. These axioms can be used
to prove various properties the specification by building an
appropriate deduction system.

3. A FORMAL SPECIFICATION OF THE
RISK MANAGEMENT PROBLEM

In this section, we construct gradually a formal specification
scheme for risk management starting from the relation be-
tween assets and vulnerabilities. Then we show how proving
tools can be established based on deductive systems.

3.1 The risk management signature

It appears from the previous section that a common risk
management method handles a set of entities that can be
classified independently from the adopted approach. In fact,
risk evaluation is always done depending on assets, vulnera-
bilities and threats. Furthermore, it can be remarked that,
from a global point of view, the operations that guide the

security analyst in the selection of the optimal decisions are
similar for most of the approaches. Then, many-sorted sig-
natures, that are commonly used to handle ’typed’ data val-
ues, can be used in our context to manipulate the family of
sets mentioned above. A many sorted signature [14] is typi-
cally constituted of a set S of sort names, an S* x S-sorted
set of operation names and an S*-sorted set of predicate
symbols. For instance, the following signature represents
the two first steps of the risk management process.

sig  p1—=
sorts asset, vuln
preds ispresent : asset X vuln

Two sorts are essentially related to risk evaluation, asset and
vuln that represent respectively assets and vulnerabilities.
In addition, a predicate symbol (ispresent) is contained in
p1 to indicate whether a particular asset exhibits a given
vulnerability or not.

Signatures can be extended through the use of the operator
enrich that allows the addition of new sorts and operations.
For example, the signature p; can be enriched by several
sorts, operations and predicates that represent the threat
assessment and risk analysis steps. Thus, the obtained sig-
nature p2 would model the four first steps of the security
risk evaluation process.

sig  pa= enrich p; by

sorts  attack

opns —x —: attack X attack — attack
1, :— attack

preds exploits: attack x vuln
ispossible : attack x asset
isminimal : attack
— <4 —: attack X attack

A new sort (attack) has been added to represent computer
network attacks. The operation % is a composition law that
is used to build attack scenarios. It is noteworthy that the
composition of two attacks is also an attack. In other terms,
the sort attack represents both simple and composite at-
tacks, which are called attack scenarios.

The predicate ezploits indicates if an attack exploits a vul-
nerability. On the other hand, ispossible states whether it
is possible to carry out a given attack against an asset. In
addition, a unary predicate (its arity is equal to 1) denoted
isminimal is introduced. It permits to check if a composite
attack is minimal. An attack scenario is said to be mini-
mal if, and only if, it is no longer a scenario when one of its
constituents is removed. The last predicate is an order de-
fined on the set of attacks and will be discussed with further
details in the sequel.

To ensure the ultimate step (countermeasure selection), the
signature is extended again by adding up a sort called deci-
sion and the following operations and predicates.

The operation e is a composition law meaning that combin-
ing the application of two security decisions to two assets



sig p3= enrich p» by
sorts  decision

a* :— asset
d* :— decision

opns (—,—)e(—,—): decision x asset x decision x asset — decision X asset

preds mitigates : decision X attack
(=, =) »c (=, =) : decision x asset x decision x asset

results in the application of a composite decision to a com-
posite asset. It can be remarked that a security countermea-
sure is represented by a decision d and an asset ¢ meaning
that d is applied to a.

The predicate symbol >, represents the most important con-
cept in the signature as it will serve to compare countermea-
sures. Consequently, the overall objective of the risk man-
agement process is to find the decision d* and the asset a*
such that for every decision d and asset a:

(d*,a*) =¢ (d,a) 1)

Predicate symbol >, and the construction process of d* will
be addressed in the next section. Thus, ps is a first-order
signature that can be denoted (S,;,Q,;,11,,) where S,, is
the set of sorts, Q,, is the set of operations and II,, is
the set of predicate symbols. It just introduces the basic
ingredients of the algebraic structure without specifying any
requirements. To express the properties of the signature ps,
we have to introduce a deduction system defined by a logic
and a set of inference rules.

3.2 Proving properties in the risk management

signature
In order to give an axiomatic description to signature ps,
we add up a set of equations denoted ®,,. Each of these
equations has the form

VXt =t A Aty =t, 2>t =1t (2)

where X is a S,;-sorted set of variables and

t,t' € | T,y (X)),
tizt,i € |TPS(X)|SZ- yi=1,.,n

| T, (X)] is the term algebra corresponding to p3 and gener-
ated by applying the operations of 2,, to variables belonging
to the sorts of S,,.

These equations constrain the permitted behavior of the op-
erations that belong to Q,,. The reader would have noticed
that ®,, axioms are conditional equations. In fact, equa-
tional conditional logic is more expressive in our context as
we introduced a set of predicate symbols in ps.

Thus, by adding the following axioms, this signature be-
comes a presentation denoted ps.

Here is an informal lecture of the nine defined axioms:

— Axiom (¢1) states that if an attack at exploits a vul-
nerability v which is present in an asset as ; then, the
attack at is possible to carry out against as.

— Axiom (p2) guarantees that the operation x is associa-
tive.

— Axioms (p3) and (¢4) gives that, for two attacks at1, ata,
at1 <, atz if, and only if, there exist two attacks
ats, ats such that ats x at1 xats = atoa.

— Axiom (¢ps) states 1, is neutral element for the opera-
tion *.

— Axiom (p¢)ensures that the only composite attacks
that are equal to the neutral element are compositions
of 1, by *.

— Axiom (p7) gives that the composition of 0, with any
attack leads to 0,

— Axiom (gs) ensures The neutral element 1, is unique.

— Axioms (p9) and (¢10) guarantee that the predicate
> is antisymmetric and transitive.

— Axiom (p11) gives that the operation e is commutative.

These axioms have a double interest. They are useful to
check if a practical implementation of €2,,-operations is cor-
rect. Furthermore, they form a key component of a deduc-
tion system that automates proofs in ps. The remaining
part of this section is related to logical calculus over this
presentation.

Consider an S,,-sorted set denoted X. Define the respective
sets of atoms and conditional axioms as follows:

At(ps, X) = {t =t|t,t' € |Tp,(X)|,}U

{p(t1,..,tn)|p: 51X .. X 8 € Handt; € [Ty, (X)],, , i = n}
(3)

Cond(ps,X) = {VX.€e1 A .. Nen = €nyile; € At(ps, X), i =1,..,n}.

(4)

These sets are respectively the set of basic logic formulas
(directly obtained from axioms or predicates) and the set of
derived first-order formulas (obtained from the atoms).

Then, we introduce an inference system denoted F to derive
conditional equations from ®,,. b satisfies the axioms and



pres ps= enrich p3 by
axioms (y1)Vas : asset.VYv : vuln.Vat : attack.
exploits(at,v) A ispresent(v, as) = ispossible(at, as)
(p2) Vat1,ata, ats : attack. ((at1 * ata2) x ats) = at1 * (at2 x ats))
(¢3) Vati,ats : attack. at1 <, aty = Jats,atys : attack.ats x at1 x ats = aty
(p4) Vat1,ato, ats,ats : attack. (at1 x atz x ats = ats) = (at2 <, ats)
(¢s5) Vat : attack. (at 1, = at) A (1, x at = at)
(ps) Vat1,ats : attack. at1 xatz = 1o = (at1 = 1o) A (at2 = 1)
(¢7) Vat : attack. (at x 0, = 0) A (0 x at = 0,)
(ps) Vat1,ats : attack. —=((at1 = 04) A —(ats = 0a) A (at1 x ats x atz = atz)
= (at1 = 14) A (at3 = 1,))
(¢9) Vd1,d> : decision.Vasi,as2 : asset.
(d1,a81) >c (d2,a82) AN ((d2, a32) >c (d1,(181)) = (d1 = dz) AN (a31 = (182)
(¢10) Vd1,d2,ds : decision.Yas1, ass, ass : asset.
((d1,as1) >c (d2,as2)) A ((d2, as2) >c (d3, as3)) = (di,as1) >c (ds,ass)
(¢11) Vd1,ds : decision.Vasi,ass : asset. (di,as1) ® (d2,as2) = (d2,as2) @ (d1,as1)

Figure 1:
the inference rules of a first-order predicate logic proof sys- (at1 x atz) x ats = at1 * (at2 * ats) (p2) o
tem that are listed below. (1a xat) x 1o = 1o * (at x 1a) Instantiation
(1, xat) * 1, = 1, xat (p5)
(1, xat) x 1, = at (5)
Congruence Axioms at <attack at (p4)

® FVX.t =t (reflexivity)

®FVYXt=t =t =t (symmetry)

VXt =t At =t" = t=1" (transitivity)
SEVXt =t A Aty =1, = f(t1, - tn) = F(th, ., th)
VXt =th A Aty =1, Ap(t1, ., tn) = D(th, .., 1)

2. Antisymmetry:

(at1 <q at2) = (at2 <, at1) Hypothesis

Jats, ats : attack. (ats x aty * ats = ata) (¢3)

Jats, ate : attack. (ats x ata * ate = at1)

ats x ats x at1 x ats x atg = aty Substitution

ats x atz = 1a ((pg)
dFVX.p for VX.p€ @ ats xatg = 1,

ats—1, (ps)

ats=1,

ats=1,

atﬁ:la

at1 = ats (¢s5)

Proper Axiom

Substitution

3 FVX.p _
W fOr 6 X = |TP4(Y)|S

Cut Rule 3. Transitivity:

PHVYXe1NA..Nen =1 PHEYY AL A =€

PEVXUYMA . AD—iANet A Aen Aipit A Ay = € (atl <, atz) — (at2 <, at3) Hypothesis
Jats, ats : attack. (at3 x at1 x ats = atz) (¢3)
Jats, ate : attack. (ats x ats * ate = ats3)

To illustrate the use of this deductive system, we propose to

proof that the predicate <gisqck is an order relation ; in other ats x ats x at1 x ats x ate = at3 Substitution
terms, that it is reflexive, antisymmetric and transitive. at1 <, at3 (¢pa)
1. Reflexivity: The presentation ps and the inference system F constitute

a specification denoted p that induces a class of algebras
Alg(p). To prove that the application of a risk management



method in a particular organization fulfills the requirements
specified in p, we have to model the concrete decision making
process by an algebra R and prove that R € Alg(p). This
will be the objective of Section 77.

3.3 Features of the proposed presentation

In this subsection, we underline some of the interesting char-
acteristics of the proposed specification. First, it can be re-
marked that a major benefit of using algebraic specifications
in our context is that they allow an efficient representation
of the environment. For example, simple and composite at-
tacks can be represented through the use of a single sort.
Similarly, combinations of security countermeasures can be
built using a simple composition law. Furthermore, the op-
erations that have been defined are easy to be implemented
as most of them consist in composition laws and order rela-
tions.

The composition law % is not commutative. it has a neutral
element and is associative. moreover, axiom (pg) shows that
no attack can be considered as the inverse element of another
attack for composition x. One way to embed the above
algebra in a minimal set where elements are inversible is to
consider that a security decision is made to recover from an
attack (i.e. performed, it gets back the system state targeted
by the attack).

For evident reasons, a security decision d is nothing else but
a right inverse of an attack a, say

axd=1,,

that exists (at least theoretically).

To achieve constructing a security decision, we consider avail-
able the following:

— a set of preliminary attacks, i.e. attacks for which

simple decisions are available,

— a mechanism to write any attack in its minimal ex-
pression,

— for any attack targeting a set of resources, say {1“1, - rn},
there is one decision, say d, that can recover one among
the resources.

Starting from these assumptions, one can build for each at-
tack a recovering plan, which implements iteratively the fol-
lowing procedure:

1. find minimal form of attack a,
2. define all resources targeted by a,
3. choose a security decision d to recover one resource

4, statea:=axd

The recovering process terminates, since the set of resources
targeted by the initial attack a is finite.

Some deep study can be performed to characterize the propo-
erty of the deduction system and even to enhance it by a
rewriting system. In fact, considerations such as complete-
ness, termination and confluence might be addressed in the
future. Within the frame of this work, we propose to prove
the consistency of the presentation by the existence of an
algebraic model that validates it.

4. ALGEBRAIC MODELING OF RISK MAN-
AGEMENT PROJECTS

In the previous section, we have pointed out that require-
ments on risk management activities can be expressed by
the use of an algebraic specification and a first-order infer-
ence system. The objective of the following discussion is to
illustrate how the conformance of a practical risk manage-
ment method to these requirements can be concluded. To
this end, we present an approach based on set theory and
relational algebra to evaluate security risks. The advantage
of this approach is that it can easily be implemented by
translating it to relational databases. We will put the stress
on the practical issues to emphasize the ease of applicability
of the proposed method in real situations.

4.1 From the specification to the algebra

The preliminary constituents of our approach are four sets,
that can be implemented through databases, representing
the basic knowledge of the decision making system. These
sets are:

— A set of resources, denoted R, describing the con-
stituency of the system under analysis,

— A set of vunerabilities, denoted V, representing the
vulnerabilities that can be present in an asset belong-
ing to R,

— A set of attacks, denoted A, representing the poten-
tial malicious actions that can be performed on the
elements of R,

— A set of decisions, denoted D, containing the eventual
decisions that a security analyst could make to enhance
the security level of the system.

To build a muti-sorted algebra a on the basis of the speci-
fication decribed in section 3, the first step is to define the
carrier set related to each sort. In our case, this task can be
achieved using the sets mentioned above.

- |a|asset = R*’

- |a|uuln = V*7

- |a|attack = Une{l,..,ca'rd(A)} S"’
= D*.

|a|decision

where (.)* denotes the set of partitions of a given set and
S is the set of permutations on {1,..,n}.



It is worth to mention that the structures of |a|,,,.;, ||, 10
|| gstack A0 | jeeision allow the representation of elemen-
tary and composite entities. Nonetheless, these sets have
different natures as the order of the elements of a composite
entity is significant only for attacks.

The use of composite assets, vulnerabilities and decisions,
that was first introduced in NetRAM, is particularly effec-
tive to represent several situations that can not be easily
handled with existing asset-driven approaches. For instance,
if r1 and 72 are two assets exhibiting a vulnerability that can
be remedied using a firewall, the decision d =" Implementing
a firewall” will be selected two times (one for each resource).
Our representation permits to avoid this redundancy as the
combination {r1,r2} is also considered as a resource. Thus,
we can directly say that d should be applied to {ri,r2}.
Futhermore, composite assets allow a good description of
the network topology as networks and subnetworks can be
seen as elements of R*. Likewise, V* can be used if a given
attack exploits more than one vulnerability.

To build attack scenarios, the composition law * has to be
used, as the presentation p states. In the algebra a, x is
defined as follows:

(ala "aap) *o (ally--,a’q) = (ala --apaalla "aalq)a
for allai, .., ap,al, ..,a; € A. (5)

However, from a security point of view, there is no seman-
tic control over the elements of |af,,;,.,- For example, if
A = {port scan, gaining root access} then the attack sce-
nario (gainining root access, port scan) belongs to ||, ;40
even it is semantically wrong. In fact, an attacker would not
access to a machine as root in order to perform a port scan
on it.

The predicate i¢spresent can be modeled by a binary rela-
tion defined on |a|,,;, X |@|,sse¢+ The table of this relation
can be filled by the combination of three vulnerability detec-
tion mechanisms: automated scanning tools, questionnaires
and expert opinions to detect respectively application-level,
user-related and document vulnerabilities. This ensures the
identification of various kinds of weaknesses.

The predicate exploits is also represented by a binary re-
lation on |a,;;0r X |0|yuim- It can be built using public
attack databases such as Mitre’s CVE [15] (Common Vul-
nerabilities and Exposures) or the NIST I-cat project [16].
Similarly, ispossible is a binary relation on Ax R. According
to the axiom (¢1):

lispossible|, = |exploits|, o |ispresent|,

= {(a’T) € |a|attack‘ X |a|vuln’ |3U € |a|vuln :

(a|exploits|,, v) and (v |ispresent|, r)

(6)

In addition, we define two morphisms on |a|,,,, ., represent-
ing respectively the probability and the impact of attacks:

Tp - (lalattack 5*06) - ([0’ 1]5 X)a (7)
Ly : (lalattack ;*a) - (Ri +)

These morphisms are resource-indexed as the probability
and the impact of an attack depend not only on the nature
of this attack but also on the sensitivity of the target asset.

An informal reading of these functions, showing the relation
between them and the real world cases, is done for all attack
a and asset r by:

— m,(a) is the probability that the attack a against the
asset r succeeds,

— tr(a) is the damage caused to the system by the success
of the attack a on the asset 7.

We also introduce two functions I, and I, representing the
influence of the application of a decision d € || izi0n t©
thwart an attack a € |a|,,;,., @ illustrated in Equation 8.

I |a|decision x |a|attack -+ [0’ 1]’ (8)
IL : X |a|attack -+ [07 1]

A gecision

This means that the impact of carrying out an attack a on
an asset r if the decision d is implemented on this resource
would be equal to I,(d,a) X tr(a).

Ty, br, Ir and I, will serve to rank the candidate counter-
measures in order to select the optimal one. However, an
appropriate representation of the countermeasure must be
performed prior to this selection process. In , the authors
introduced a model of the risk analysis problem that relies on
a binary matrix representation of security countermeasures.
A card(D) x card(R)-size countermeaure matrix, denoted
C, is built according to the rule given in Equation 9.

v(i,j) € {1,..,card(D)} x {1, ..,card(R)}

Ci; =1 if the decision d; is applied to the asset r;,
Cij =0 if not.
9)

The major advantage of this representation is that it allows
a global view of the problem (on the contrary of asset driven
approaches) that facilitates, as it will be shown further, the
optimization process. Another interesting feature of using
the matrix structure is that binary relations themselves can
be specified as binary relation-matrices instead of ordered
pairs. For instance, to the relation |ispresent|  corresponds
a card(V) x card(R) matrix. Each row is labeled by a dif-
ferent element of V' and the same is true for coulmns. An
entry in row v and column r (for any v € V andr € R) is 1
if, and only if, the pair (v,r) is in |ispresent|, .

The composition law © is implemented in « as follows.

4.2 Solving the risk analysis problem
The main goal of the risk management process is to make
the optimal decisions in the sense that:

— The chosen decisions must have an optimal implemen-
tation cost,



— The chosen decisions must have an optimal influence
on the impact of the possible minimal attack scenarios,

— The chosen decisions must have an optimal influence
on the probability of the possible minimal attack sce-
narios.

Thus, decision making under security risks can be modeled
by a typical multi-objective optimization problem because
more than one challenge must be taken into consideration.
As some of these objectives are conflicting (e.g. the influ-
ence of decisions on potential attacks should be maximized
while their cost has to be minimal), the complexity of the
risk analyst’s task gets higher. To represent appropriately
this situation, it is necessary to model each of the criteria
mentioned above by a mathematical function.

Let II, I, T, Irand I, be the matrices representing the re-
spective graphs of 7, tr, ¥, Ir and I,. Rows and columns
are labeled by elements of |a ..., |2, ie0ce 209 2] 4ecision
depending on the represented function. The entry at a given
position in a matrix is equal to the value of that func-
tion at the corresponding point. For example, for every
i € {1,..,card(|e pision) } @and j € {1,..,card(||, ;) }, if
d; and r; correspond respectively to the indexes ¢ and j then

i = o, (ds). (10)

These matrices constitute the basis of the evaluation pro-
cess. In fact, objectives are mathematically defined as fol-
lows.

H(C) =1 Rc (TTeM)|,
f(C) =L Bc (I® M),
fC)=lCer],

where

— M is the relation-matrix of |ispossible|_,
— ® denotes term-by-term multiplication of matrices,

— K is an operator such that for every card(|al,, ;sion) ¥
card(|al,;00r) a0d card(|al,;;q0n) X card(|al, q.;) Ma-
trices M; and Mo,

V(i,j) € {1, . card(|a|decision)}x {1, - card(|a|asset)}

(M; Rc M2)ij _ 2‘1:7‘{1(|a\auack) (Ml)ik(M2)kj
if Cij =1,
(Ml @c M2)i]‘ — zazrld(la‘attack) (M2)kj
if C;; =0.
- ””1S a norm on the card(|a|decisian) X card(|a|asset)

matrices space.

To this purpose we define the following functions where C
is the countermeasure matrix:

i=card(D) i=card(R)

f(C) = Z Z Cij X vr;(ds),

i=card(D) i=card(R)

£0)= > > Cij x L(ds,rj,a) X tr;(a),
i=1 i=1
i=card(D)i=card(R)
f(C) =

Z Z CZ] X I,r(di,Tj, a) X Tr; ((l),
i=1 i=1

i=card(D) i=card(R)

o)=Y Z Cij X r;(a).

i=1

A preference relation (strict order) can be built on the basis
of these functions. In fact, we can state that:

Vi €{1,2,3,4}, fi(C) < £i(C"),

orow{ SERIIN AO S hor o

Consequently, the optimal combination of decisions and as-
sets (a*)q and (d*)q correspond to the matrix C* such that
C* = C for every C. In fact, the strict order (>c)a can
be derived from > as a countermeasure matrix can be de-
rived from an element of |&|,,;sion X [0|4ssei- If (d,7) and
(d',r") belong to || ision X @lyssesr and if C and C' are
the corresponding countermeasure matrices, then:

(d, 1) (¢ )a(d, ') iff. C > C' (12)

This problem can be solved by using heuristic methods such
that genetic algorithms. However, the discussion of this is-
sue is beyond the scope of this paper.

5. CONCLUSION

In this paper, a method for constructing progressively an
algebraic presentation which represents the risk manage-
ment process has been presented. The basic feature of the
work is that attacks are irreversible actions that can not
be reversed. Therefore, security decisions can be viewed as
pseudo-inverses for attacks. The risk management decision
making, from an algebraic point of view, is performed by
finding the pseudo-inverses of the attacks that are likely to
be carried out against the protected system. In the last sec-
tion, our reasoning has been illustrated by a concrete risk
analysis method that validates the algebraic specification
and the deduction system.
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